OEJEPAJIBHASA CJIYXBA 10 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO

IMPUKA3
ot 11 ¢peBpansa 2013 . N 17

OB YTBEPXX/JEHWW TPEEOBAHUI
O 3AIIMTE TH®OPMALIUH, HE COCTABJISIIOIIEN TOCYIAPCTBEHHYIO TAIRY,
COIAEPKAIEUCA B TOCYIJAPCTBEHHBIX UHO®OPMAIINOHHBIX CUCTEMAX

Croucok U3MEHSIONUX TOKyMEHTOB
(8 pen. IlpukazoB @®CTIK Poccun ot 15.02.2017 N 27,
ot 28.05.2019 N 106)

B coorBercTBuuM ¢ yacthio 5 crathu 16 denepanbHoro 3akoHa or 27 utois 2006 . N 149-d3 "O06
nHpOpMaIK, THPOPMAIMOHHBIX TEXHONOTUAX M O 3amuTe nHpopmanuu" (CoOpaHue 3aKOHONATEILCTBA
Poccwuiickoit @eneparuu, 2006, N 31, ct. 3448; 2010, N 31, ct. 4196; 2011, N 15, ct. 2038; N 30, ct. 4600;
2012, N 31, ct. 4328) u [Tonoxenuem o denepalibHOM CITy)0€ 10 TEXHUYECKOMY U DKCIIOPTHOMY KOHTPOJIHO,
yTBepKIeHHBIM Yka3zoM [Ipesunenta Poccutickoii deneparuu or 16 aBrycra 2004 r. N 1085 (CobOpanue
3akoHomaTenbcTBa Poccuiickoit @eneparuu, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008, N 43, ct. 4921;
N 47, ct. 5431; 2012, N 7, ct. 818), mpuka3siBaro:

1. YTBepauTh npunaraemeie TpeboBaHus 0 3ammTe HHGOPMAITUH, HE COCTABIIIONIEH TOCYIaPCTBEHHYO
TaiiHy, coJieprKalieiics B TOCyJapCTBEHHBIX HHPOPMAIIMOHHBIX CHCTEMAaX.

2. YcTaHOBUTH, YTO YKa3aHHBIC B MYHKTE | HACTOSIIEro mpukaza TpeOoBaHWS TMPUMEHSIOTCS IS
3aIUTH HHPOPMAITUH B TOCYIaPCTBEHHBIX HHPOPMAITMOHHBIX cucTeMax ¢ 1 certsoOps 2013 &

Jupekrop

denepaabHON CITYKOBI IO TEXHHYIECKOMY
Y DKCTIOPTHOMY KOHTPOJTIO

B.CEJIMH

Y TBepXIeHbI
npukazomM @CTOK Poccnn
or 11 depansa 2013 . N 17

TPEBOBAHUSL _
O 3AIIUTE TH®OPMALINH, HE COCTAB/BIIOIIEN TOCYJAPCTBEHHYIO TAUHY,
COIEPKAIIENUCSA B I'OCYJAPCTBEHHBIX THO®OPMALIMOHHBIX CUCTEMAX

CHHCcoK M3MEHSIONNX JOKYMEHTOB
(8 pen. Ilpukazop ®CTIK Poccun ot 15.02.2017 N 27,
ot 28.05.2019 N 106)

1. O0mue noJj1o:keHus

1. Hacrosmme TpeboBanus pazpaboransl B coorBercTBuH ¢ DenepabHbIM 3aKkoHOM oT 27 mronst 2006
r. N 149-®3 "O6 undopmanuu, nHGOPMALHMOHHBIX TEXHONOIUAX M O 3amure MHGopmanuun" (CobpaHue
3akoHonaTenbcTBa Poccuiickoit @enepanuu, 2006, N 31, ct. 3448; 2010, N 31, c1. 4196; 2011, N 15, ct. 2038;
N 30, ct. 4600; 2012, N 31, ct. 4328), a Takke C y4eTOM HAIIMOHAIBHBIX cTaHapToB Poccuiickoit Denepanmn
B oOmacTy 3amuThl MHpOpMAIMM W B OONAacTH CO3JAaHUS ABTOMAaTU3MPOBAHHBIX CHCTeM (majee -
HaIlMOHAJIbHBIE CTAHIAPTBHI).

2. B nokymeHTe ycTaHaBIMBAIOTCS TPEOOBaHMS K 00ECTICUEHHIO 3alUThl MHPOPMAIIMK OrPaHUYEHHOTO
JOCTyNa, HE coAepiKallell CBEAEHHs, COCTABISIOIINE FOCYJapCTBEHHYIO TaliHy (najee - MHGOpManus), OT
YTEUKHU 10 TEXHUYECKUM KaHaJIaM, HECAHKIMOHUPOBAHHOTO JIOCTYIIA, CIIEHUAIBHBIX BO3ACHCTBUN Ha TaKylo
uHpopMauio (HocuTenu HMHAOOPMALMU) B LEIAX €€ JOObIBAHMSA, YHUYTOKEHMS, HCKOKEHHUS WIN
OJIOKMpOBaHUs JOCTyNa K Hel (Hanee - 3amuTa MH(GOpMauuu) npu oopaboTKe ykazaHHOM MH(OpMaluy B
roCyJapCTBEHHBIX HH(POPMAIIMOHHBIX CHCTEMAX.


consultantplus://offline/ref=3CF2B849867237827881D3C3F5736C3958FD589A7A7949D069551C55CB5C26E5B1EB92A38AE5194A679415A4928A87FB8B6B52E192AA3D9FD0mBH
consultantplus://offline/ref=3CF2B849867237827881D3C3F5736C3959F95991747049D069551C55CB5C26E5B1EB92A38AE5194A649415A4928A87FB8B6B52E192AA3D9FD0mBH
consultantplus://offline/ref=3CF2B849867237827881D3C3F5736C395EFF5D9B7D7949D069551C55CB5C26E5B1EB92A38AE5184F6A9415A4928A87FB8B6B52E192AA3D9FD0mBH
consultantplus://offline/ref=3CF2B849867237827881D3C3F5736C395EF85C947D7349D069551C55CB5C26E5B1EB92A38AE5184E6A9415A4928A87FB8B6B52E192AA3D9FD0mBH
consultantplus://offline/ref=3CF2B849867237827881D3C3F5736C3958FD589A7A7949D069551C55CB5C26E5B1EB92A38AE5194A679415A4928A87FB8B6B52E192AA3D9FD0mBH
consultantplus://offline/ref=3CF2B849867237827881D3C3F5736C3959F95991747049D069551C55CB5C26E5B1EB92A38AE5194A649415A4928A87FB8B6B52E192AA3D9FD0mBH
consultantplus://offline/ref=3CF2B849867237827881D3C3F5736C395EFF5D9B7D7949D069551C55CB5C26E5B1EB92A38AE5184F6A9415A4928A87FB8B6B52E192AA3D9FD0mBH

Hacrosmme TpeOoBaHusi MOIYT NPUMEHATBCS AN 3alIMThl  OOLIEHOCTYHNHOH HWHQOpMAaIuy,
cozeprKalleicss B TOCYIapCTBEHHBIX MH(OPMAIMOHHBIX CHCTEMaXx, IJIsl JTOCTMO)KEHHS LeNel, yKa3aHHBIX B
nyHkrax | u 3 gactu 1 craren 16 @enepanshoro 3akona ot 27 utons 2006 . N 149-®3 "O6 undpopmanuy,
WH(POPMAIIMOHHBIX TEXHOJIOTUSAX U O 3alIUTe HHpOpMaH'".

B nokymeHTe He paccMaTpHUBalOTCs TPEOOBaHUS O 3aIUTe WH(OPMAIWH, CBI3aHHBIC C MIPUMECHEHHEM
KpuUnTorpauyecknux METONOB 3alUThl WHGOPMANMKA U IH(PPOBATBHBIX (KpUNTOrpaQUUECKUX) CPEICTB
3aIUThI THPOPMALIUH.

3. Hacrosmue TpeboBanus SBIAIOTCS O00sA3aTeNbHBIME NpH  00pa0OTKe WHQOpMANMKd B
TOCYJapCTBEHHBIX HMH(OPMAIIMOHHBIX CcHCTeMaX, (YHKIMOHUPYIOIIMX Ha Tepputopuu Poccuiickoit
Odenepannu, a TakkKe B MYyHUUUNATBHBIX WH(POPMAIMOHHBIX CHCTEMax, €CIM HWHOE HE YCTaHOBICHO
3aKoHOJATeNbCTBOM Poccniickoit denepanuyu 0 MECTHOM CaMOYIIPaBICHUHU.

Hacrosiiue TpeboBaHMs HE paclpOCTPAHSIIOTCS Ha TOCYIAPCTBEHHBIC MH(OPMAIMOHHBIE CHUCTEMBI
Anvmunuctpammu [Ipesunenta Poccutickoit ®eneparnu, Cosera besonacHoctu Poccwmiickoit denepanum,
®denepansHoro  CoOpanust  Poccuiickori  ®enmepanmm, I[lpaButensctBa  Poccuiickoit  Dexepariuu,
Konctutymmmonnoro Cyma Poccuiickoit ®emepanun, BepxoBHoro Cyma Poccuiickoit ®emepaniuu u
denepanbHOi CiTy)0ObI Oe3onacHocTH Poccuiickoit deneparuu.

(B pen. Ilpukaza ®CTIK Poccun ot 15.02.2017 N 27)

4. Hacrosimue TpeboBaHus MpeaHa3HaueHbI 415 oOnanareneid nHpopMaIni, 3aKka34nKoB, 3aKITIOUUBIIIIX
TOCYJapCTBEHHBIN KOHTPAKT HA CO3/IaHHE TOCYIapCTBEHHON NH(DOPMAITMOHHOM CHCTEMBI (flaee - 3aKa3UHKH )
W OTIepaTopOB TOCYAAPCTBEHHBIX HHPOPMAIIMOHHBIX CUCTEM (JaJiee - OIepaTophl).

Jlumo, oOpabareiBatoriee HH(DOPMAIINIO, SBISIONIYIOCS —TOCYIAPCTBEHHBIM  WH(POPMAIIHOHHBIM
pecypcoMm, 1o mopydeHHIo o0aaatess nadopMaliuu (3aka3duka) WK onepaTopa U (KIK) IPeroCTaBIIsIONEe
UM BBIYMCIUTEIbHBIE PECYPCHI (MOIIHOCTH) Ul 00paOoTKM WH(OpMAIMM Ha OCHOBAHHMH 3aKJIFOYEHHOTO
JoroBopa (maiee - YIOIHOMOYEHHOE JIMIO), OOecIeyrBaeT 3ammuTy WHGOPMAIMA B COOTBETCTBHH C
3akoHOmaTeNbcTBOM Poccuiickoit denepanmu 00 nHGOpMAIHH, HHPOPMAITMOHHBIX TEXHOJIOTHUAX U O 3aIHUTE
uHpopMaruu. B joroBope JomKHa OBITH TNPEIYCMOTpEHAa OOSM3aHHOCTH  YIIOMHOMOYEHHOTO JIHIA
olecrieynBaTh 3aIIUTy WH(POPMAaILNH, SBISIOMICHCS TOCYJapCTBEHHBIM HH(POPMAIIMOHHBIM pPECypcoM, B
COOTBETCTBUH C HACTOSIIUMHU 1peOOBaHUSIMH.

5. Tlpu oOpabGoTke B rocygapcTBEHHON HH(OPMAIIMOHHON CcHCTeMe HH(pOPMAIlUH, COAeprKalieh
MepCOHANbHBIC JaHHBIe, HAcTosme TpeOoBaHMS TPUMEHSIOTCS Hapsay ¢ TpeOOBaHUSMHU K 3alluTe
MEPCOHANBHBIX JAHHBIX TpPU KX 00paboTke B WH(OPMAIMOHHBIX CHUCTEMaxX IEPCOHANBHBIX JaHHBIX,
YTBEpXACHHBIX MocTtaHoBieHueM llpaBurensctBa Poccuiickoit @enepammu or 1 HosOps 2012 . N 1119
(Cobpanne 3akoHOAaTenscTBa Poccmiickoit demeparim, 2012, N 45, c1. 6257).

6. Ilo pemenuto obmamatens nHbopMariy (3aKa3unka) WK olepaTropa Hactosne TpedoBaHUSI MOTYT
MPUMEHSTBCS JUIS  3alIUThl MH(OPMAIUK, CONEPKAMIECHCS B HEroCylTapCTBEHHBIX HH(GOPMAIMOHHBIX
cucTeMax.

7. 3ammra wHbOpPMAIMH, COAEpIKAIIEHCS B TOCYIapCTBEHHOW HH(POPMAIMOHHOW cHucTeMe (nanee -
nH(OpMAIOHHAs CUCTEMA), O0ECTIEYMBAETCS IIyTEM BEITIONHEHUS o0nanaTeneM WHGOpMand (3aKa34UKOM )
1 (MITH) orepaTopoM TpeOOBaHUH K OpraHU3aliy 3allUThl HH)OpMAITNH, CoAepsKamleics B MHGOPMAIIMOHHON
cucTeMe, ¥ TpeOOBaHMH K MepaM 3aIlluThl HHPOPMAIIUH, coAepKameiicst B MH()OPMAIIMOHHOH CHCTEME.

II. TpeGoBanusi kK Opranu3aunu 3alIUTHI HHGOPMALIMH,
coaepakalleiics B UH()OPMALIMOHHOI cHcTeMe

8. B wmHpopManroHHON cHcTeMe OOBEKTaMH 3aIUTBl SBISIOTCS HWH(OPMALMS, COAEpXKamascs B
MH(OPMAIIIOHHON CHCTEMe, TEXHHYECKHE CPencTBa (B TOM YHMCIE CPEACTBA BBIYHUCIUTEIBHOH TEXHUKH,
MaIIMHHBIE HOCHTEH WH(POPMALIIH, CPEICTBA M CUCTEMBI CBS3M M TIEPEaun TaHHBIX, TEXHUYECKUE CPEACTBA
00pabotrkn OykBeHHO-IM(POBOW, rpaduuecKoil, BuUAEO- M peueBod HHGPOpPMAIK), OOLIECHCTEMHOE,
MPUKIAIHOE, CIeNHalbHOe IPOrpaMMHOe obecredenne, HPOPMAMOHHbIE TEXHOJIOTHH, a TaKkXKe CPEeICcTBa
3alUTHl MHPOPMAIHH.

9. lnst obecniedeHurs 3aIMThl HHQOpPMAaLIUK, coeprkalielicss B ”HPOPMALMOHHOM CHCTEME, OIIepaTopOM
Ha3HAYaeTcsl CTPYKTypHOE MOApaszeieHne ik JOHKHOCTHOE MO (pabOTHHK), OTBETCTBEHHBIC 3a 3aLIUTY
HUH(OPMALHH.
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10. [ns mnpoBemeHus paboT 1o 3amuTe WHGOPMAIMM B XOAC CO3JaHMS U OKCIUTyaTalliH
nH(OpPMAIIMOHHOW CUCTeMBI oOyajgareneM uHpopMaruu (3aKa34MKOM) M OINEpaToOpoOM B COOTBETCTBHH C
3aKOHOMATENLCTBOM Poccutickoii denepanuu npu HEOOXOAMMOCTH TPUBICKAIOTCS OPTaHU3AIMN, UMCIOIIUE
JIUTCH3UIO Ha JISSITEIBHOCTh MO0 TEXHUYECKOM 3alluTe KOH(PUACHIIMAIBHON HH(DOPMAIIUK B COOTBETCTBUU C
OenepanbabiM 3akoHOM OT 4 Mas 2011 . N 99-@3 "O nuneH3upoBaHUHU OTJEIBHBIX BUJIOB AEATEILHOCTH"
(Cobpanue 3akononarenbcTBa Poccuiickort @eneparuu, 2011, N 19, ct. 2716; N 30, ct. 4590; N 43, ct. 5971;
N 48, ct. 6728; 2012, N 26, ct. 3446; N 31, ct. 4322; 2013, N 9, ct. 874).

11. Jlns obecrieueHust 3amuThl WHGOPMAIMU, COACPXKAIICHCS B HH(POPMAIMOHHON CHUCTEME,
MPUMEHSIIOTCS CPEACTBA 3alUThl MHPOPMAIIUH, MPOIIC/IINE OLIEHKY COOTBETCTBUS B (hopMe 00s3aTeIIbHOM
cepTU(UKAIIMU Ha COOTBETCTBUE TPEOOBAHHUSM IO 0€30M1aCHOCTU WH(OPMAIIMU B COOTBETCTBUU CO CTAThEH 5
OenepansHoro 3akona or 27 nexkadps 2002 . N 184-®d3 "O Texunyeckom perynuposanun” (CoOpanue
3akoHomaTenbcTBa Poccuiickoit @eneparuu, 2002, N 52, ct. 5140; 2007, N 19, ct. 2293; N 49, ct. 6070; 2008,
N 30, ct. 3616; 2009, N 29, ct. 3626; N 48, ct. 5711; 2010, N 1, cT. 6; 2011, N 30, ct. 4603; N 49, ct. 7025; N
50, ct. 7351; 2012, N 31, ct. 4322; 2012, N 50, ct. 6959).

12. 3amuTa nHGOpMAaIUy, copepKalielics B MHPOPMAIIMOHHON CHCTEME, SIBIISIETCS COCTABHOW YacCThIO
paboT Mo CO3MAaHUI0 W IKCIUIyaTalud HH()OPMAIMOHHOW CHUCTEMBbI M OOCCIIEUMBAETCSA Ha BCEX CTaJMIX
(aTamax) ee co3maHus, B XOJI€ IKCIUIyaTalluy ¥ BBIBOJA U3 IKCIUTyaTaI[UH ITyTEeM IPUHSATHS OpraHU3allMOHHBIX
U TEXHUYECKHX MeEp 3alluThl MH(OpMAIMK, HANpPABICHHBIX Ha OJOKMpOBaHUE (HEHTpaIu3aluio) yrpo3
0e3onacHocTd MH(pOpPMAIMK B MH(POPMAIIMOHHON CHCTEME, B paMKaX CHUCTEMbI (IIOICHUCTEMBbI) 3alllUThI
nHdopmain MHGOPMAIIMOHHON CHCTEMBbI (Jajgee - cuUcTeMa 3alMThl HH(OpMaiu HHGOPMAIIMOHHON
CHCTEMBI).

(B pen. Ilpukaza ®CTIK Poccunm ot 15.02.2017 N 27)

OpraHu3aiiioHHbBIE U TEXHUYECKHE MEpbI 3aIUThl MHQOPMAIMU, peau3yeMble B paMKaxX CHCTEMBI
3al|Thl WHPOpMAIMM WH(QOPMAIIMOHHOW CHCTEMbI, B 3aBUCHUMOCTH OT HWH(OpMaluu, cojpepxaiieics B
WHQPOPMAITMOHHON cHcTeMe, Ielield co3maHusi WHPOPMAIIMOHHOW CHCTEMBI M 3a/1ad, pellaeMbIX 3TOH
UH(GOPMAIIMOHHOM CUCTEMOM, JOJIKHBI OBITh HAIIPABJIEHBI HA UCKIIIOUEHUE:

HEMpaBOMEPHBIX JIOCTyMa, KOIMUPOBAaHUS, MPENOCTABICHUS WM PaCIpPOCTpaHEHUs HWHQOpMAIUu
(obecrneuenre KOHGUICHITNAIHHOCTH HH(OpPMAIIHHN );

HEMpPaBOMEPHBIX YHUYTOXKEHUS HIM Mofuduimpoanus uHpopMmanuu (oOecredeHne MeI0CTHOCTH
HH(OPMAIIHH );

HEenpaBoOMepHOTo OoKMpoBaHus HHPopManuu (obecriedeHne JOCTYTHOCTH HH(POPMAIIHN ).

13. Jls oGecriedeHns 3antuThl HHPOPMAITHH, COMEpIKaIecs B HHGOPMAITHOHHON CHCTEME, TTPOBOISTCS
CIIEIYFOIIIE MEPOTIPHSITHUS:

(hopMupoBanme TpeOOBaHMH K 3alTUTE HHPOPMAITIH, coepsKaieiics B HHPOPMAIIMOHHON CHCTEME;
pa3paboTka CUCTEMBI 3aIUTHI HH(GOpMay HHHOPMAIMOHHON CHCTEMBI;
BHEIPEHUE CUCTEMBI 3aIUTHI HHHOPMAIUU HHPOPMAIIMOHHON CUCTEMBI;

aTrecTanus HHQOPMAIIMOHHONW CHUCTEMBI IO TPeOOBaHUSAM 3aIIUTHI MHPOPMALUH (Aajiee - aTTecTaIus
MH(OPMAITIOHHOW CUCTEMBI) U BBOJ] €€ B JICHCTBHE;

obOecreueHue 3alllUThI I/IH(l)OpMaLII/II/I B XOA€ SKCIUTyaTaliuu aTTeCTOBAaHHOM PIH(l)OpMaI.IPIOHHOfI CHUCTEMBI;

o0ecrieueHne 3aIUThl HH(POPMAIMK MIPH BBIBOJE U3 IKCIUIyaTaALlMH aTTECTOBAHHON MH(POPMAIIMOHHOM
CHCTEMBI MJIH [10CTIe IPUHATHS PelieHHsI 00 OKOHYaHUHM 00pabOTKH WH(OPMALHH.

®opmupoBaHue TpeOOBaHNH K 3alMTe HH(POPMALIHH, COAepKaLIeics
B HH(OPMALIMOHHOI cucTeMe

14. ®opmupoBanue TpeOOBaHUH K 3aIIKTe HHPOpMALKH, conepxatiericss B ”HPOPMAILIMOHHON CHCTEME,
ocylecTBisiercs obnanareneM nHGopMaIuy (3aKa3uukoM).

®opmupoBanue TpeOOBaHMH K 3amuTe MHOOpPMALIUH, cofepiKalleiics B MHPOPMAIIMOHHOW CHCTEME,
ocymectisercs ¢ yuerom 'OCT P 51583 "3ammra undopmarun. Ilopsaok coznanusi aBTOMaTU3HPOBAHHBIX


consultantplus://offline/ref=3CF2B849867237827881D3C3F5736C395EFF5D957B7349D069551C55CB5C26E5B1EB92A38AE5184A679415A4928A87FB8B6B52E192AA3D9FD0mBH
consultantplus://offline/ref=3CF2B849867237827881D3C3F5736C3959F453927D7849D069551C55CB5C26E5B1EB92A382E5121E33DB14F8D6DD94FB8F6B50E78EDAmBH
consultantplus://offline/ref=3CF2B849867237827881D3C3F5736C3958FD589A7A7949D069551C55CB5C26E5B1EB92A38AE5194B639415A4928A87FB8B6B52E192AA3D9FD0mBH
consultantplus://offline/ref=3CF2B849867237827881CECDF9736C395CF55A9776271ED238001250C30C7CF5A7A29FA094E51F54609F43DFm6H

CHUCTeM B 3amuiieHHOM ucnonHeHuu. OO0mue monoxkenus" (mamee - TOCT P 51583) u 'OCT P 51624
"3amuTa nHpoOpMaIi. ABTOMATU3UPOBAHHBIC CUCTEMbI B 3alUIICHHOM HcronHernn. Oomme TpedoBaHus"
(manee - TOCT P 51624) u B TOM 4uCIie BKIIIOYAET:

MOPpUHATUC PCIICHUA O HCO6XOI[I/IMOCTI/I 3alllUThI I/IHq)OpMaIII/II/I, conepmameﬁca B HH(I)OpMaHHOHHOﬁ
CUCTEMCE;

Knaccuukanuio HHGOPMAMOHHON CHCTEMbl 1O TpeOOBaHMAM 3amUThl MHQoOpMauuu (mamee -
Kknaccuukanus MHGOpMaMOHHON CHCTEMBI);

onpezeNneHne yrpo3 0e30macHOCTH HH(POPMALH, peai3alis KOTOPBIX MOXET IPUBECTU K HapYIICHHIO
OesomacHocTH MH(pOpMAIMU B MHGOPMAIMOHHOW CHUCTeMe, W pa3pabOTKy Ha HX OCHOBE MOJAENHU yrpo3
Oe3omacHOCTH HH(OPMALIUH;

ornpezeneHne TpeOoBaHUH K cUCTeMe 3aluThl HHPOpMAIK HH(HOPMAITMOHHON CUCTEMBI.

14.1. Ilpu UpUHATHM pEUICHUS O HEOOXOMUMOCTH 3aIlUThl HMH(OpMAIUK, cojepKaleics B
“H(OPMAIIMOHHON CUCTEME, OCYIIECTBIIACTCS:

aHanu3 1eneil co3maHus MH(MOPMAIMOHHOW CHCTEMBI M 3ajad, PeIIaeMbIX 3TOW HH(OPMAaIMOHHOM
CHUCTEMO};

omnpezeneHre nHpopMaIum, mojexaieii 00padoTke B ”HPOPMAIIMOHHON CHCTEME;

AaHaJIN3 HOPMATUBHBIX IIPAaBOBBLIX aKTOB, METOAMYCCKHUX AOKYMCHTOB M HAIMOHAJIbHBIX CTAaHOApPTOB,
KOTOPBIM OOJI’KHAa COOTBETCTBOBATH I/IH(bOpMaI_II/IOHHaH CHUCTEMA,

MPUHSITHE PEIICHUS O HEOOXOAUMOCTH CO3JaHHUSl CHCTEMbI 3alUThl MH(OpMAIMK UHPOPMAIIMOHHOM
CHCTEMBI, a TaKkKe ONpeNelieHre Ielell ¥ 3aaad 3alMThl HHPOpPMAaluu B WHPOPMAIMOHHOW CHUCTEME,
OCHOBHBIX 3TallOB CO3/IaHUSI CUCTEMBI 3allUThI WHPOpMAIMUA WH)OPMAIMOHHONW CHCTEMBI W (QYHKIMH TO
o0ecIeueHH IO 3aIUThl HH(pOpMaIny, cofiepkamieiicsl B UHPOPMAIIMOHHOH cucTeMe, obaaarens HHPopMaIin
(3akazumka), oreparopa M yIoITHOMOUYEHHBIX JIUII.

14.2. Knaccudurkanus uHGOPMALMOHHON CHCTEMBI MPOBOIUTCS B 3aBHCHMOCTH OT 3HAYMMOCTH
oOpabarbiBacMOii B Hel wuH(pOpManuu u Macimraba WHGOpPMAIMOHHOK cucTeMbl ((emepasbHbIi,
pEerHOHATLHBIN, 00BEKTOBBIN).

YcraHaBnMBAIOTCS TPU KIlacca 3aIIAIICHHOCTH WH(OPMAIMOHHOW CHCTEMBI, ONpeeNsIoine YPOBHU
3aIUINEHHOCTH comeprkaimielics B Hel mHpopMmarn. CaMblii HU3KAH KJIAcC - TPETHH, CaMbI BBICOKHH -
niepBoIi. Kitace 3amumenHocTé WHGOPMAIIMOHHON CHCTEMBI ONPEAENSIETCS B COOTBETCTBUH C MIPHIIOKEHUEM
N 1 x HacrosiuM TpeboBaHUSIM.

(8 pen. Ilpukaza ®CTIK Poccunm or 15.02.2017 N 27)

Kiacc 3ammmensocty onpenensiercs A nH(QOpMaImOHHON CUCTEMBI B LIEIOM U, TTPH HEOOXOMMOCTH,
IUTA €€ OTAEIBHBIX CErMEHTOB (COCTaBHBIX uacTel). TpeOoBaHME K KiacCy 3alIMIEHHOCTH BKIIIOYAETCS B
TEXHUYECKOE 3aJaHhe Ha CO3[aHne WH()OPMAIMOHHOW CHUCTEMBbI W (WJIM) TEXHHUYECKOe 3a/JaHue (4acTHOe
TEXHUYECKOE 3aJaHre) Ha CO3[aHUEe CHUCTEMBI 3aIluThl HWH(pOpMAIK WHQOPMAIMOHHON CHCTEMBI,
paspabateiBaembie ¢ ydetom ['OCT 34.602 "HadopmannonHas TexHonmorus. Komruiekc craHmaproB Ha
ABTOMATHU3UPOBAaHHBIC CUCTEMBI. TeXHUYeCKoe 3a/JaHe Ha CO3JaHNEe aBTOMAaTU3NPOBAHHON CUCTEMBI" (j1amee
-T'OCT 34.602), 'OCT P 51583 u I'OCT P 51624.

Knacc 3ammmenHocTy nHGOPMALMOHHON CUCTEMBI IOATISKHUT MIEPECMOTPY IPY U3MEHEHHH MaciuTada
WH(POPMAILIIOHHON CUCTEMBI HJIM 3HAYMMOCTH 00padaTeiBaeMoi B Hell HH(pOpMaIHH.

Pezynprare! kaaccudukanuy HHGOPMALTMOHHON CUCTEMBI 0)OPMIISIIOTCS AKTOM KilacCU(pHUKALIHU.

Knacc 3amumenHocTd HHPOPMAIMOHHONW CUCTEMBI, (YHKIIHOHMPOBAHME KOTOPOM HpearnonaraeTcs: Ha
0a3e MH(OPMALMOHHO-TEIEKOMMYHUKAIIMOHHON HH(PACTPyKTypsl LEHTpa OOpaOOTKM HaHHBIX, <I> He
JOJDKeH OBITh BBILIE KJIacca 3alUIIEHHOCTH HH(OpManMOHHO-TEIEKOMMYHUKAIIMOHHON MH(PPaCTPYKTYpHI
HeHTpa 00pabOTKN JaHHBIX.

(a63ar BBeneH IIpukazom @CTIK Poccun ot 28.05.2019 N 106)
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<1> Ilynkr 5.3 Meroguueckux yKa3aHHH IO OCYLIECTBICHHUIO y4eTa MH(OPMALHMOHHBIX CHUCTEM H
KOMIIOHEHTOB HMH(OPMAaIlMOHHO-TEIEKOMMYHUKAIIMOHHOW HWHQPACTPYKTYpPBI, YTBEPKACHHBIX MPHKA30M
Munkomcs3u Poccun or 31 mas 2013 . N 127 (3aperucrpuposan Munroctom Poccun 5 Hosi0pst 2013 1,
peructpauuonnsiid N 30318), ¢ yuerom u3MeHeHnH, BHECEHHBIX TpruKka3oM MuHkoMcBsi3u Poccuu ot 15 utoHs
2016 . N 266 (3aperucrpupoBan MuntoctoMm Poccun 14 utonst 2016 1., peructpanuonssiii N 42853).
(cuocka BBenena IIpukazom @CTIK Poccuu ot 28.05.2019 N 106)

14.3. Yrpo3sl 0e30macHOCTH HH(OpPMAIMKU ONPECIAIOTCS 10 pe3ylibTaTaM OIICHKA BO3MOKHOCTEH
(moreHnMana) BHEMIHUX U BHYTPEHHUX HAPYIIUTENEH, aHATN3a BOBMOKHBIX YSI3BUMOCTEH HH(pOpMaIMOHHON
CHUCTEMbI, BO3MOXHBIX CIIOCOOOB peEaju3allid yrpo3 0e30HMacHOCTH WHGOpMAIMK M MOCICICTBUN OT
HapyLIeHUs CBOMCTB Oe3omnacHOCTH nHpopMaly (KoH(PpHUICHIUAILHOCTH, HETOCTHOCTH, JOCTYITHOCTH).

(8 pen. Ilpukaza ®CTIK Poccun ot 15.02.2017 N 27)

B kauecTBe MCXOIOHBIX AaHHBIX ISl OMpENeNeHNs Yrpo3 0e30MacHOCTH WH(POPMAIMH HCIIONIb3YeTCs
0aHK JaHHBIX yrpo3 6e3omacHoctu nHdopmaiwu (bdu.fstec.ru), Benenue koroporo ocyiecrsisiercs PCTIOK
Poccun B coorBerctBuu ¢ noanynkrom 21 nynkra 8 Ilonokenus o denepanbHOM ciy)0e M0 TEXHUYECKOMY
Y DKCIIOPTHOMY KOHTPOJIIO, yTBEpKAeHHOT0 YKazoM [Ipesuaenta Poccuiickoit @eneparuu ot 16 aBrycra 2004
r. N 1085 (CoOpanue 3akoHonarenbcra Poccutickoit @enepanuu, 2004, N 34, ct. 3541; 2006, N 49, cT. 5192;
2008, N 43, ct. 4921; N 47, ct. 5431; 2012, N 7, ct. 818; 2013, N 26, ct. 3314; N 53, ct. 7137; 2014, N 36, cT.
4833; N 44, ct. 6041; 2015, N 4, ct. 641; 2016, N 1, ct. 211) (manee - 6aHK JaHHBIX yrpo3 0€30MaCHOCTH
nnpopmarn DCTIK Poccun), a Takke HHbIE HICTOUHUKH, COJIEPIKAIIE CBEICHHSI 00 YI3BUMOCTSIX U yrpo3ax
Oe3omacHoCcTH HH()OPMAIIUH.

(a63ar BBeneH [Ipukazom GCTIOK Poccum ot 15.02.2017 N 27)

[Ipu ompeneneHun yrpo3 OezomacHOCTH WHMOPMAIMM YYUTHIBAIOTCS CTPYKTYPHO-(QYHKIIMOHATbHbBIE
XapaKTepUCTHKH HH(GOPMAIIMOHHON CHCTEMBI, BKIFOYAIOINIME CTPYKTYpY M cOCTaB HH(GOPMAIMOHHOM
CUCTEMBI, (1)I/I3I/I‘ICCKI/IC, JIOTUYECCKHUC, (i)yHKHI/IOHa.HBHBIe 1 TEXHOJIIOTNYECKHUE B3aMOCBA3U MEXK Y CCTMCHTaAMU
WHQPOPMAITMOHHOM  CHCTEMBI, C WHBIMH HWH(QOPMAIMOHHBIMH CHCTEMaMH W  WHQPOPMAIIMOHHO-
TEIEKOMMYHHKAIIMOHHBIMHU CETAMH, PEKUMbI 00paboTKH MH(pOpMaIKu B WHPOPMAIIMOHHOW CHCTEME U B €€
OTHENILHBIX CETMEHTaX, a TaKKe HHbBIC XapaKTepPUCTUKH HWH()OPMAIIMOHHOW CHCTEMBI, TMpPUMEHSIEMbIC
WH(OPMAITOHHBIE TEXHOJIOTHH U OCOOCHHOCTH €€ (QYHKITHOHHPOBAHU.

Ilpu ompeneneHun  yrpo3  0Oe30macHOCTH  HWHPOpMANMKM B WHPOPMAIIMOHHOW  CHUCTEME,
(hyHKIIMOHMpPOBAHWE KOTOPOH TMpenmonaraeTcs Ha 0a3e  WHOOPMAIMOHHO-TEICKOMMYHUKAITMOHHON
HH(DPACTPYKTYpHI LIEHTpa 00pabOTKH MAaHHBIX, HODKHBI YUUTHIBATHCS YTPO3bI 0€30MacCHOCTH WH(OPMAIINH,
aKTyaJbHbIE T WH()OPMAITIOHHO-TEIEKOMM YHHKAIIHOHHON HHPPACTPYKTYPHI IIEHTPa 00paboTKH JaHHBIX.
(a63arm BBeneH [Ipukazom GCTIK Poccum ot 28.05.2019 N 106)

[lo pesyneratam omnpemeneHus yrpo3 0Oe3omacHOCTH HWH(DOPMAIMH TMPH  HEOOXOAWMOCTH
pa3pabaThIBAlOTCS PEKOMEHJAIMKA TI0 KOPPEKTUPOBKE CTPYKTYPHO-(QYHKIIMOHAIBHBIX — XapaKTePUCTHK
WH(OPMAIIIOHHOW CHCTEMBI, HalpaBI€HHbIE Ha OJMOKMpOBaHWE (HEHTpajdM3aIiio) OTAEIHHBIX YIpo3
0e30macHOCTH MHPOPMAIINH.

Monenp yrpo3 6e3omacHOCTH HHGOPMAIMY TOIDKHA COEPKaTh ONMMCaHHe HH(OPMAIIMOHHOH CHCTEMBI
U ee CTPYKTYpHO-(DYHKIIMOHAIBHBIX XapaKTEePHCTHK, a TAKXKe ONMCaHNe yrpo3 0e30macHOCTH HHPOPMALINH,
BKJIIOYAIOIIEe ONMCAaHWE BO3MOXKHOCTEH HapylmHTened (Momenb HAapyIIUTENs), BOSMOKHBIX YSI3BHMOCTEH
WH(}OPMAITMOHHONW CHCTEMBI, CIOCOOOB pealn3anuy yrpo3 0e30macHOCTH WH(GOPMAIUK U TTOCIEACTBHNA OT
HapyIIeHUs] CBOUCTB 0€30IMaCHOCTH HH(POPMAITHH.

Hns omnpenenenus yrpos3 OezomacHocTH MHGOpPMAlMd M pa3pabOTKH MOAENU Yrpo3 0e30MacHOCTH
nH(OPMALK IPUMEHSIOTCS METOAUYECKUEe JOKYMEHTHI, pa3paborannblie U yrBepxkaeHHbie DCTOK Poccun
B coorBercTBHH C moanyHkToM 4 myHkra 8 llomoxkenwmst o ®DemepanbHON Ciyk0e MO TEXHUYECKOMY U
9KCIOPTHOMY KOHTPOIIIO, yTBepkKAeHHOro Yka3oM Ilpesunenra Poccuiickoit @enepanuu or 16 asrycra 2004
r. N 1085 (Cobpanue 3akoHomarenbeTBa Poccuiickoit @enepannn, 2004, N 34, ct. 3541; 2006, N 49, cT. 5192;
2008, N 43, ct. 4921; N 47, c1. 5431; 2012, N 7, ct. 818).

14.4. TpeboBaHusi K cCHUCTEME 3aIUTHl MHPOpPMAMKU HH(POPMALMOHHON CHCTEMBI ONpPEAEISIIOTCS B
3aBHCHUMOCTH OT KJIacca 3alUIIEHHOCTH MH()OPMALMOHHON CUCTEMBI U Yrpo3 0e30macHOCTH WH(OPMALIH,
BKJTIOUYEHHBIX B MOJIENIb YTPO3 0€30MacHOCTUH HH(POPMAILIHH.

Tpe6OBaHI/I$I K CUCTEMCE 3allIMThI I/IH(I)OpMa]_II/II/I HH(I)OpMaL[HOHHOﬁ CHUCTEMbI BKIIIOYAIOTCA B TCXHHUYCCKOC
3aJaHuC Ha CO3JaHHC I/IH(l)OpMaL[PIOHHOﬁ CUCTEMBI H (I/IJ'II/I) TEXHUYCCKOC 3aJaHUC (‘-IaCTHOC TCXHHUYCCKOC
BEIZLaHI/Ie) Ha CO3JaHHUC CHCTCMBI 3alllUMThI I/IH(I)OpMaL[I/II/I I/IH(l)OpMaLII/IOHHOﬁ CHUCTEMBEI, pa3pa6aTLIBaeMLIe C
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yuerom ['OCT 34.602, TOCT P 51583 u I'OCT P 51624, u 1omKHBI B TOM YUCIIE COCPKATh:
LIeNb U 3a]lau 00eceueHus 3auuThl nH(OopMaIiu B HH(OPMAIIMOHHOH CHCTEME;
KJIACC 3aIIUIICHHOCTH UH()OPMAITMOHHON CUCTEMBI,

NepeYCHb HOPMATHUBHLBIX IMPABOBLIX AKTOB, MCTOAUYCCKUX NJOKYMCHTOB W HAIlMOHAJIBHBIX CTAHAAPTOB,
KOTOPBIM OOJI’KHA COOTBETCTBOBATH I/IH(I)OpMaHI/IOHHaﬂ CUCTEMA,

nepedeHb 00bEKTOB 3alIUTHl HHPOPMAIMOHHON CHCTEMBI,
TpeOOBaHMS K MEpaM M CPeICTBaM 3alUThl HH)OPMAaIIUK, TPAMEHSIEMbIM B MH(POPMAIIIOHHOH CHCTEME;

cTaauu (3Tarnsl paboT) CO3MaHUS CUCTEMBI 3aIUTHI UHPOPMAIIMOHHON CHCTEMBI;
(a63am BBeneH [pukazom ®CTOK Poccun ot 15.02.2017 N 27)

TpeOOBaHMS K TIOCTABIISIEMBIM TEXHHYECKUM CPEICTBaM, MPOTPaMMHOMY OOECIIEUueHHIO, CPEICTBAM
3alUTHl THPOPMAIINH;
(a03am BBeneH [pukazom ®CTOK Poccun ot 15.02.2017 N 27)

(yHKIIMM 3aKa3uyuka M oreparopa o OOECIICUCHMIO 3alluThl HH(pOpMAIMH B WH(POPMAIIMOHHON
CHCTEME;
(a63arm BBeneH [Ipukazom GCTIOK Poccum ot 15.02.2017 N 27)

TpeOOBaHMS K 3alIUTE CPEICTB U CUCTEM, 00ECIeUnBAOIINX (PYHKIIMOHUPOBAHUE MH(POPMAIIMOHHOM
cucteMbl (oOecnieunBaroliell HHHPACTPYKTYype);
(a63ar BBeneH [Ipukazom GCTIOK Poccum ot 15.02.2017 N 27)

TpeOoBaHMs K 3anmre uWHQOpMAnMU TP UHPOPMAIMOHHOM B3aWMOJICUCTBHHM C HWHBIMH
WH(OPMAITMOHHBIMU CHCTEMaMH W WH(POPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIMU CETSIMH, B TOM YHCIE C
WH(OPMAITIOHHBIMI CHCTEMaMH YIIOTHOMOYEHHOTO JIHIA, a TaKKe MPH MPUMEHEHWH BBIUMCIUTEIHHBIX
pecypcoB (MOIIHOCTE# ), TIPENOCTABISIEMBIX YITOMHOMOYEHHBIM JTUIIOM Tl 00paboTKH HH(OpMAIIHH.

[lpu ompeneneHun TpeOOBaHHWI K CHCTEME 3allUThl HH(GOPMAIMK WHQOPMAIMOHHOW CHCTEMBI
YUUTBIBAIOTCS IMTOJIOKEHHS TIOTUTHK o0ecriedeHnst HH()OpMAaIMOHHOM Oe30macHOCTH o0aarens nHGopManuu
(3aka3unMka), a TaKKe TOMUTHK obecreueHus WHPOPMAITMOHHOH 0e30IacHOCTH — omeparopa |
YIOTHOMOYEHHOTO JINIIA B YaCTH, HE TPOTUBOpPEYAIIeH TOTUTHKAM o0IanaTesns HHPOpMannu (3aKa3qnka).

(8 pen. Ilpukaza ®CTIK Poccunm or 15.02.2017 N 27)

B cirygae co3nanmns nabopMamioHHON crcTeMbl, (DYHKIIMOHMPOBaHHUE KOTOPOH Mpenmonaraercs Ha 6aze
WH()OPMAITIOHHO-TETEKOMMYHUKAIIHOHHON WH(PACTPYKTYpHI IIeHTpa 0OpabOTKH JaHHBIX, AOTOIHUTEIHEHO
ONPEIEISIFOTC TpeOOBaHUS 10 3ammTe WHPOpMAIWH, TOMISKANMe pealu3anud B HH()OpMaIMOHHO-
TEIEKOMMYHHKAIIMOHHONW WHPPACTPYKTYpe HEHTpa 00pabOoTKH JaHHBIX.

(a63arm BBeneH [Ipukazom GCTIK Poccum ot 28.05.2019 N 106)

Pa3padoTka cucteMbl 3aliUTHI HHpOpMaLNU HHPOPMANMOHHON CHCTEMBI

15. Pa3paGorka cucTeMbl 3amUThl WHPOpPManud WHOOPMAIIOHHOW CHCTEMBI OpPTaHHU3YeTCs
obnagareneM HHGOPMAINH (3aKA3UHKOM).

Pazpaborka cuctembl 3ammThl WHGOpPMANMA WH(POPMAIIMOHHOW CHCTEMBI OCYIIECTBISETCS B
COOTBETCTBUU C TEXHHYECKHM 3aJIaHUEM Ha CO3/IaHWe WH(OPMAIMOHHOW CHUCTEMBI W (W) TEXHHYECKUM
3ajaHueM (J9acTHBIM TEXHHYECKUM 33JaHHeM) Ha CO3JaHWE CHUCTeMbl 3alluThl MH(QOpPMAaIUU
nHpopmarronHo cuctemsl ¢ yaerom ['OCT 34.601 "Mudopmanronras TexHomorus. KoMreke ctaHaapToB
Ha aBTOMATH3MPOBAaHHBIE CHUCTEMBI. ABTOMaTu3upoBaHHBEIE cucTembl. Cramuu cozmanms” (mamee - [OCT
34.601), TOCT P 51583 u I'OCT P 51624 u B TOM 4yucIie BKIOYALT:

MPOCKTUPOBAHUC CUCTCMBI 3alIIUTHI I/IH(l)OpMaI_[I/II/I I/IH(i)OpMaLII/IOHHOIZ CHUCTEMBI,

Ppa3paboTKy SKCILTyaTallMOHHON JIOKYMEHTAIMHA Ha CUCTEMY 3alllUThl HH(POPMAIUH WH(OPMAIIHOHHON
CHCTEMEI,

MAKETHPOBAHNUE M TECTUPOBAHHME CHCTEMbI 3alUThI WHpOpMAIMU UH(POPMAIMOHHONW CHCTEMBbI (TIpU
HEOOXOIUMOCTH).
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Cuctema 3a1uThl HHGOpPMAK HHYOPMALIMOHHON CHCTEMBI HE JOIDKHA MPEMSTCTBOBATE TOCTUKEHUIO
uenei co3nanusi ”HPOPMAIIMOHHOH CHCTEMBI U e ()YHKLIMOHUPOBAHUIO.

IIpu pa3paboTke CHUCTEMBI 3aIIUTHl HHGOPMAIMK HHOOPMAIMOHHON CHCTEMBI YUYHTHIBACTCS €€
HHGOPMAITHOHHOE B3aMMOJCHCTBHE C HHBIMA HWH()OPMAIIMOHHBIMH CHCTEMaMH H HH()OPMAIMOHHO-
TEIEKOMMYHHUKAITMOHHBIMHU CETSIMH, B TOM YHCJIE ¢ HH)OPMAITHOHHBIMHM CHCTEMAaMH YIOIHOMOYEHHOTO JIHIIA,
a TaKke MPUMEHEHHE BBIYUCIUTEIBHBIX PECypcoB (MOIIHOCTEH), MPEIOCTABISIEMBIX YIIOTHOMOYCHHBIM
JIUIIOM JIJIs1 00pa0OTKU MH(OPMAIUH.

15.1. TIpu mpOEeKTUPOBAaHWHU CUCTEMBI 3alUTHI HH(POpMAUK HH(OPMAIIMOHHON CHCTEMBI:

OIPEACTISIIOTCSL TUITBI CYOBEKTOB JOCTymna (MONb30BATENH, MPOIECCHl U MHBIE CYOBEKTHI JOCTYNA) M
OOBEKTOB JIOCTYyMA, SIBIAIOUIMXCS OOBEKTaMH 3alIUTHhl (YCTPOHCTBA, OOBEKTHl (PalIOBOM CHCTEMBI,
3alycKaeMble W HUCIONHSEMbIE MOAYAH, OOBEKTHl CHCTEMBl YIpaBieHHs Oa3aMH JaHHBIX, OOBEKTHI,
co3/laBaeMble MPHUKIIAIHBIM MPOrPaMMHBIM 00eCTieueHIEeM, HHbIE O0BEKTHI JOCTYIIA);

OTIpENEeNAIOTCd METOABbl YIPABICHUS JOCTYNOM (IMCKPEIMOHHBIN, MaHIATHBIA, PONEBOM WM HHBIE
METO/IbI), TUIIBI JOCTYIA (YTEHHE, 3alKCh, BBIMOIHEHNE UM WHBIE THUITHI IOCTYIIA) U MPaBUjia pa3rpaHuueHus
JIOCTyIa CyObEKTOB JIOCTyIa K 00beKTaM JIOCTyIa (Ha OCHOBE CIIMCKOB, METOK O€30MaCHOCTH, POJICH U MHBIX
MpaBmI), MOUICKAIIME Pean3alui B MH)OPMAIIMOHHON CUCTEME;

BBIOMPAIOTCS MEPhI 3aIUTHI HHPOPMAIIHUH, TOJJISKAIINE PEaTU3alH B CHCTEME 3aIUThHl HHpopMaru
WH(OPMAITIOHHON CHUCTEMBI;

OIPENENSIOTCS BHABI M TUIBI CPEACTB 3allMThl WHGOpPMAIMK, O0CCHCUMBAIOIINE PEATU3AIMIO
TEXHUYECKUX MEp 3allUThl HHGOPMALIHH;

OIIPEENSIeTCs CTPYKTYpa CUCTEMBI 3aIUThl HHPOPMALIUK HH()OPMAIIMOHHON CHCTEMBI, BKJIIOYas COCTaB
(KonMMYecTBO) M MECTa Pa3MEIICHHUS €€ DIICMEHTOB;

OCYIIIECTBIISIETCS. BBIOOP CPEICTB 3amUThl WHGOPMAIUK, CepTU(UIIUPOBAHHBIX HA COOTBETCTBHE
TpeOoBaHUSM 1O Oe3omacHOCTH HWH(OpPMANUK, C Y4€TOM HX CTOMMOCTH, COBMECTHUMOCTH C
WH()OPMAITIOHHBIMI TEXHOJIOTUSIMU U TEXHUYECKUMH CPEACTBaMH, (PYHKITNI OE30MaCHOCTH 3TUX CPENCTB U
0COOEHHOCTEN WX pean3alliy, a TAKKe KJlacca 3alUIIeHHOCTH HH(POPMAITMOHHON CHCTEMBL;

omnpeiersifoTess TpeOOBaHUST K MapaMerpaM HAacTPOHMKH MpPOrpaMMHOTO OOECHedeHUs, BKITHOUYast
MPOrpaMMHOE 00ECIICUeHHUE CPENICTB 3alUThl WHPOPMAIH, 00CCIEUHBAIONINE PEATH3AIUI0 MEp 3alUThI
WHGPOPMAITNH, a TAKXKe YCTPAHCHNUE BOBMOXHBIX YSI3BUMOCTEH WH(DOPMAIIMOHHOW CHCTEMBI, TTPUBOJISIIHX K
BO3HUKHOBEHHIO YTPO3 0€30MacHOCTH WH()OPMAIHT;
(8 pen. Ilpukaza ®CTOK Poccunm ot 15.02.2017 N 27)

ONPENENIIOTCS Mephl 3aluThl HHGOpPMAIWU TpH HHGOPMAIMOHHOM B3aWMOICHCTBUU C WHBIMU
MH(OPMAIIIOHHBIME CHCTEMaMH M HH(POPMAIMOHHO-TEICKOMMYHHKAIIHOHHBIMU CETSIMH, B TOM 4YHCIE C
MH(OPMAIIOHHBIMH CHCTEMaM{ YIOJHOMOYEHHOI'O JIMIA, @ TAaKKe IMPH NPUMEHEHHH BBIYHCIUTEIBHBIX
pecypcoB (MOITHOCTEH ), MPETOCTABIAEMBIX YIIOMHOMOYEHHBIM JIMIIOM JUTsl 00paboTK WH(OpMAITHH.

Pe3ynbrarel IpOEKTUPOBaHMS CUCTEMBI 3aLUThHI MH(OPMAaLui HHYOPMALMOHHOM CHCTEMBI OTPaKaroTCsl
B MPOEKTHOW JOKyMEHTAIUH (PCKU3HOM (TEXHHYECKOM) IMpoekTe W (Win) B pabodell MOKyMEHTAlWW) Ha
WH)OpMAIIMOHHYI0 ~ cHUCTeMy  (cucTeMy — 3amuTel  WHpOpPMAlMd  MHPOPMAIMOHHON  CHCTEMBI),
paspabateiBaembix ¢ yaerom ['OCT 34.201 "Hudopmanmonnas texHomorus. Komrekc craHgapTroB Ha
aBTOMATH3UPOBaHHbIE CHCTEMBbl. BHIBI, KOMIUIEKTHOCTE M O0O3HAueHHE [IOKYMEHTOB IIpPH CO3JaHHUU
aBToMarn3upoBaHHbIX cucteM" (manee - 'OCT 34.201).

[IpoekTHas nOoKyMeHTalusi Ha HHPOPMALMOHHYIO CUCTEMY M (WJIM) €€ CHCTEMY 3allUThl HH)OPMaLUH
MOAJIEKAT COIIACOBAHUIO C ONEPATOPOM MH(GOPMALMOHHON CHCTEMBI B CIIydae, €CIIM OH ONpPEneieH TAKOBBIM
B COOTBETCTBHM C 3aKOHOAATENbCTBOM Poccuiickoil denepannu K MOMEHTY OKOHYAHMS NMPOEKTUPOBaHUS
CHCTEMBl 3allUThl WHPOpPMAMK WHPOPMALMOHHOW CHUCTEMBI W HE SBISETCS 3aKa3uukoM JaHHOU
WH(OPMAILTIOHHON CUCTEMBI.

[Ipu orcyTcTBIM HEOOXOAUMBIX CPEICTB 3aIIMThHI HH()OPMALMH, CEPTU(PHUINPOBAHHBIX HA COOTBETCTBUE
TpeOoBaHMAM IO 0e30macHOCTH HMH(OpPMALMH, OpraHu3yercsi paspaboTka (HopaboTKa) CPEeNCTB 3alllUThI
nHbOpMalMM M UX cepTU(HKAUMi B COOTBETCTBHU C 3aKOHOAATenbcTBOM Poccuiickoit ®enepaunu uiau
MPOU3BOAUTCS KOPPEKTHUPOBKA MPOEKTHBIX PEIICHWH MO0 WH(POPMAMOHHON cucTeMe U (MJIH) ee CUCTEeMeE
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3alUThl MHPOPMAMH C y4eToM (YHKIHMOHAJIBHBIX BO3MOKHOCTEH HMMEIOMINXCS CepTURUIUPOBAHHBIX
CPEICTB 3aIIUTHl HH(POPMAIHH.

I[lpy  TmpoexkTHpOBaHMM  CHCTEMbl  3alIUThl  WHGOpPMaUUMK  MH()OPMALMOHHOH  CHUCTEMBI,
(YHKIMOHMPOBAHUE KOTOpOW IMpeamnornaraercs Ha 0Oa3e  HMH(GOPMAMOHHO-TEIEKOMMYHUKAIIMOHHOM
WHOPACTPYKTYpbl LEeHTpa OOpaOOTKH MAaHHBIX, A OJOKHUPOBAaHUS AaKTyalbHBIX Yrpo3 Oe30MacHOCTH
nHpOpPMAIIMM MOTYT OBITh NPUMEHEHBI MEphl 3alIMTHl MH(OPMALMH, peann3yeMble B WH(POPMAIIMOHHO-
TEJIEKOMMYHHKAIIMOHHON MH(pacTpyKType LieHTpa 00paboTKH TaHHBIX.

(a03am BBeneH [pukazom ®CTIK Poccun ot 28.05.2019 N 106)

15.2. Pa3paboTka OKCIUTyaTallMOHHOW JIOKyMEHTAallMM Ha CHCTEeMY 3aliuThl MH(popMamun
WH(POPMAIIMOHHON CHCTEMBI OCYHIECTBIISIETCS B COOTBETCTBHHM C TEXHMYECKMM 3aJaHHEM Ha CO3JaHue
WH(POPMAIIOHHON CHCTEMBI H (WJIN) TEXHUYECKUM 3aJJaHEeM (YaCTHBIM TEXHHYECKHUM 3a/IaHIEM ) Ha CO3/IaHHe
CHCTEMBI 3aIIUThl HH(POPMAIH HHPOPMAIIMOHHON CHCTEMBI.

OKCITyaTallMoOHHasl JOKYMEHTAIMsl Ha CHUCTEMY 3alluThl MH(OpMAauu HH(OPMAIMOHHON CHCTEMBI
paspadatsiBaercs ¢ yaerom [[OCT 34.601, TOCT 34.201 u 'OCT P 51624 u nomkHa B TOM YHCIIE COJEPKATh
OITUCaHHUE:

CTPYKTYPBI CUCTEMBI 3alIATHI HMHPOpMAIMK HHOOPMAITMOHHON CUCTEMBL;

COCTaBa, MECT YCTAHOBKH, IapaMeTpOB M TMOPSJIKA HACTPOWKH CpEICTB 3allUThl WH(OpMAIINH,
MPOrPaMMHOTO OOECTIEUCHUS M TEXHUUYECKHX CPEJICTB;

MPABUJI SKCILTYaTaIlli CUCTEMBI 3aIMUThl HHPOPMAIH HHPOPMAIIMOHHONW CHCTEMBI.

15.3. Tlpu MakeTHpOBaHMM M TECTHPOBAHMM CHCTEMbI 3alMThl WH(popManmu uHOpMAIMOHHON
CHUCTEMBI B TOM YHCJIE OCYIIECTBISIOTC:

MpoBepKa PabOTOCIOCOOHOCTH M COBMECTHMOCTH BBIOPAHHBIX CPEACTB 3allUThl HHGOPMAIUUA C
UH(OPMAITHOHHBIMH TEXHOJOTHSIMU M TEXHUUECKUMHU CPEICTBAMH;

MIPOBEpKa BBITIONIHEHHUSI BBHIOPAHHBIMHU CPEACTBAMHU 3aIIUTH HH(pOpMAIK TpeOOBaHUN K CHCTEME
3alMThl THPOpMAIMK HHOOPMAITMOHHON CUCTEMBL;

KOPPEKTHPOBKA MPOCKTHBIX PEUICHHUM, pa3paOOTaHHBIX MPH CO3MAHUM MH()OPMAIMOHHON CHCTEMBI
(W) CUCTEMBI 3aIIUTH HHPOPMAITUH HHGOPMAITHOHHON CHCTEMBI;

a63arr nckmodeH. - [Ipukaz @CTOK Poccun ot 15.02.2017 N 27.

MakeTnpoBaHHE CHCTEMBI 3aIlIMTH WHGOpPMAMA WHPOPMAIMOHHON CHCTEMBI W €€ TEeCTHPOBAaHHE
MOXXET MTPOBOTUTHCS B TOM YHCJIE C UCIIONIB30BAHUEM CPEICTB ¥ METOAOB MOAEITHUPOBAHIS HH(POPMAITHOHHBIX
CHCTEM U TEXHOJIOTUH BUPTyaTH3aIHH.

BHeapenue cucrembl 3a1IMTHI HH(pOpPMauy HH(POPMALMOHHOM CHCTEMbI

16. Baeapenme cucrembl 3amuThl HHQOpMAUM WHPOPMANMOHHON CHCTEMBI OpPTaHHU3YeTCS
obnagareneM HHGOPMAIIH (3aKA3UHKOM).

BHeILpCHI/Ie CHUCTEMBI 3alIHUThI I/IH(l)OpMaLII/II/I PIH(I)OpMaLIHOHHOﬁ CUCTCMbI OCYHICCTBIIICTCA B
COOTBETCTBHH C HpOGKTHOfI u 3KCHJ’IyaTaLIHOHHOﬁ HOKYMGHTaHHeﬁ Ha CHUCTEMY 3allUThI I/IH(I)OpMaLII/II/I
HH(I)OpMaI.IHOHHOfI CHUCTEMBI 1 B TOM YHMCJIC BKIIIOYACT:

YCTAHOBKY U HACTPOMKY CPEIICTB 3alUThl HHPOpMAUK B MH)OPMALMOHHON CHCTEME;

pa3paboTKy JIOKYMEHTOB, ONPEACIAIONIMX MpaBHia M HPOLEAYpHl, Pealn3yeMble OIepaTopoM JUis
obecrieueHns 3amyThl WHGOpPMaMM B WHPOPMALMOHHOW CHCTEME B XOA€ €€ JSKCIUTyarauuu (maiee -
OpraHU3alMOHHO-PACIOPSIUTENbHbIC JOKYMEHTHI 0 3alIuTe HH(OPMAIIHN);

BHCAPCHUC OPraHU3aAIIMOHHBIX MCP 3allIUThI I/IH(i)OpMaLII/II/I;
OpeABAPUTCIIbHBIC UCTIBITAHNUA CUCTEMbI 3alIIATHI HH(bOpMa]_II/II/I I/IH(i)OpMaLII/IOHHOﬁ CHUCTEMBI,

ONBITHYIO 3KCILTYyaTalluiO CUCTCMBI 3allIUThI I/IH(I)OpMaLII/II/I I/IH(bOpMaLlI/IOHHOf/'I CHUCTCMBI,
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aHAIM3 YA3BUMOCTEH WH()OPMAIIMOHHON CHCTEMBI M IMPUHATHE MEp 3aIIUThl MH(OpPMAIMU MO UX
YCTPaHCHHIO;

NPHUEMOYHBIC UCIIBITAHNUA CUCTECMBI 3allIUThI I/IH(I)OpMaHI/II/I I/IH(bOpMaL[I/IOHHOI‘/'I CHUCTEMBI.

K BHeapenuto cucteMbl 3aUThl HHPOPMAUK HH()OPMALMOHHON CHUCTEMBI MPUBJIEKACTCS OIepaTop
WH(POPMAIIIOHHON CHCTEMBI B CIIydae, €CIIM OH OMpeelieH TAKOBBIM B COOTBETCTBHHU C 3aKOHONATEILCTBOM
Poccuiickoii @enepanny kK MOMEHTY BHEAPEHHS CUCTEMBI 3allIUTHI MH(popManny HHOOPMAMOHHON CHCTEMBI
U HE SBIACTCS 3aKa34MKOM JaHHON MH(OPMAIMOHHON CUCTEMBI.

16.1. YcraHoBKa M HACTPOWKa CPEACTB 3aIUTHl MHOOPMALUK B MH(POPMAIIMOHHONW CHUCTEME TOIKHA
MPOBOINTHCS B COOTBETCTBHM C DKCIUTYaTAl[MOHHOW JOKYMEHTAIMeHd Ha CHCTEMY 3aIlIUThl MHGOPMAIH
WH(POPMAIIOHHON CUCTEMBI M IOKyMEHTAIIMEeH Ha CPEACTBA 3alIUTHl HHPOPMAIUH.

Cpencrsa 3amuThl HHOOPMAIMH, yCTAaHABIIMBAEMbIE B MHPOPMAIIMOHHOW cucTeMe, PyHKIIMOHUPYIOIIEH
Ha 0aze WH(pOPMAIMOHHO-TEIEKOMMYHHUKAIIMOHHONW MHAPACTPYKTYpHI IIEHTPpa 00paOOTKU JaHHBIX, JOJKHBI
OBITH COBMECTUMBI MEXIy COOOW, a TakkKe CO CPEACTBAaMH 3aluThl WH(OpMAIWH, YCTAHOBICHHBIMH B
WH(POPMAIOHHO-TENIEKOMMYHHKAIIMOHHOW HH(paCcTPyKType IeHTpa 00paboTKK JaHHBIX.
(a03am BBeneH [pukazom ®CTIK Poccun ot 28.05.2019 N 106)

16.2. Pa3zpabarbiBaeMble OpraHU3aIIOHHO-PACTIOPSAUTENBHBIE JOKYMEHTHI 10 3aluTe HHGOpMaluu
JIOJDKHBI ONPENEIISATh MPaBHIIa U TPOLIETYPhI:

yIIpaBIieHUs (aIMIUHUCTPUPOBAHUS) CHCTEMOM 3aIUTHI HHPOpMAIMK HH()OPMAIIMOHHON CHCTEMBIL;

BBISIBIICHUSI HHIUJICHTOB (OJIHOTO COOBITHS WM TPYIIBI COOBITHIT), KOTOPBIE MOT'YT IPUBECTH K COOSM
WIH HapylIeHWIo (QYHKIMOHUPOBAHWS WH(POPMAIIMOHHOW CUCTEMbl W (WJIM) K BO3HUKHOBEHHIO YIpo3
Oe3omacHocTy HH(MDOpMAIUK (J1ajiee - MHIUICHTHI), U PearnpoBaHus Ha HUX;

yIpaBjieHNus KOH(PUTypalued aTTecTOBaHHOW WH(OPMAIMOHHOW CHCTEMBI W CHCTEMBI 3aIlUTHI
nHGpOpPMAITH HHPOPMAIIMOHHON CHCTEMBI,

KOHTpOJS (MOHUTOPUHTA) 32 00ECIEUCHUEM YPOBHS 3aIUIICHHOCTH MH(OpPMAIINH, COMEepKaIIehHCs B
WH(POPMAITOHHON CHCTEME;

3alUTHl THPOPMAIIUH MPH BBIBOJIE M3 SKCIUTyaTallud HHPOPMAIMOHHOW CHCTEMBI WITH TIOCIIE IPUHSTUS
pereHus 00 OKOHYaHUH 00padOTKH HHPOPMAITHH.

16.3. [Ipu BHEIpEeHNN OPTaHU3AIMOHHBIX MEP 3alTUTH HH(POPMAITUH OCYIIECTBISIOTCS:

peanu3anus MpaBwmil pa3rpaHUYeHUs JOCTYIA, PEerIaAMEHTHPYIOUIHX MpaBa JOCTYIa CyObEeKTOB JOCTYIa
K 00beKTaM JO0CTyIa, ¥ BBEJICHHE OTpaHWYeHN Ha AEHCTBHS MTOTb30BATENEH, a TAK)Ke Ha N3MEHEHHE YCIIOBUH
AKCILTyaTaIlii, COCTaBa M KOH(DUTYPAIINU TEXHHIECKUX CPENICTB M MPOTPAMMHOTO 00eCTIeUeHHST,;

MIPOBEPKa MONTHOTHI U IE€TAJIbHOCTH OMMCAHUS B OPraHU3aLMOHHO-PACTIOPSANTENbHBIX TOKYMEHTaX 110
3amuTe WHPOPMANWMK NEHCTBHH TIONB30BaTelNed W aJIMHUHUCTPATOPOB HWH(OPMAIIMOHHOW CHCTEMBI II0
peanu3anyy OpraHU3allOHHBIX MEp 3aIIUThl HH()OpMaIUH;

oTpaboTKa NEeCTBHIA TOJKHOCTHBIX JIUI M TIONPA3/eNeHUi, OTBETCTBEHHBIX 3a pEeaH3alui0 Mep
3aIUThl THPOPMAIIUH.

16.4. IlpenBapuTenbHble WCOBITAHWS CHCTEMbI 3aIIMTHl MH(pOpMannu HHPOPMALMOHHOW CHUCTEMBI
mpoBomsaTcss ¢ ydetom ['OCT  34.603 "UndopmanwoHHass TEeXHOIOTHA. BuIbl  HCIBITaHUN
aBTOoMaTH3UpoBaHHbIX cucteM' (Hanee - [OCT 34.603) u BKII04aroT NpoBepKy paboTOCOCOOHOCTH CUCTEMBI
3aMThl HHPOpMAMKM MH()OPMALMOHHON CHCTEMBI, a TAKXKe MPUHITUE PELICHUS! O BO3MOKHOCTH OIBITHON
JKCIUTYaTalli¥ CUCTEMBI 3aIIUTH MH(OPMALMK HHPOPMAILIMOHHONW CHCTEMBI.

16.5. OnbITHAs SKCIUTyaTalisl CUCTEMBI 32U THl HH()OpMauy HHPOPMAIIMOHHON CUCTEMBI IPOBOANUTCS
c yuetrom ['OCT 34.603 u Briouaer HpoBepKy (QYHKIMOHMPOBAHHUS CHUCTEMBI 3aIIMTHl MH(OPMAaLUH
WH(POPMALIMOHHON CHCTEMBI, B TOM YHCJIE PEaIM30BaHHBIX MEp 3alIMThl HHPOPMAINH, a TAKKE TOTOBHOCTh
MONb30BaTeNell ¥ aAMUHHCTPATOPOB K AKCIUIyaTallMd CHCTEMBI 3aIlUTHl MH(POpMAMU WHPOPMAIIMOHHOM
CHCTEMBI.

16.6. AHanu3 ysa3BUMOCTEH MH(POPMAIMOHHON CHUCTEMBI MPOBOAUTCS B IIESAX OIEHKH BO3MOXKHOCTH
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MPEOIONICH IS HAPYIIIUTEIEM CHCTEMBI 3aIUTh HHPOPMAIIUK HHGOPMAIIMOHHOW CHCTEMBI U MTPEIOTBPAIICHUS
peanuzanuu yrpo3 6e30macHOCTH HHGOPMAIIKH.

Ananu3 yHSBHMOCTCﬁ HH(bOpMaHPIOHHOﬁ CUCTEMBI BKIIIOYACT aHAJIN3 y513BHMOCTCI>'I CpCACTB 3alllUThI
I/IH(bOpMaIII/II/I, TEXHUYCCKUX CPEACTB U NIPOrpaMMHOI0 obecreueHus HH(pOpMaHHOHHOﬁ CUCTCMBEI.

[lpu ananmusze ys3BUMOCTEH WHGOPMAIIMOHHOM CHCTEMBI TPOBEPSIETCS OTCYTCTBHE HM3BECTHBIX
YSA3BHMOCTEH CpPENCTB 3aIUThl HH(POPMAIMH, TEXHUIECKUX CPEACTB U MPOrPaMMHOTO 0OecredyeHus, B TOM
Yrcie ¢ y4eTOM MHQOpMAaIMy, UMEIOIICHCS y pa3paOOTUYMKOB M MOTYYEHHOH W3 IPYyruX OOIIETOCTYITHBIX
WCTOYHHUKOB, MPaBHJILHOCTh YCTAHOBKY M HACTPOMKH CPENCTB 3allIUTHI HH(POPMALUH, TEXHUYECKUX CPEICTB H
MPOrpaMMHOTO OOECIIeueHHsI, a TaKKe KOPPEKTHOCTh pabOThl CPEACTB 3alUThl MH(OpMALUK TPU HX
B3aMMOJICHCTBHHU C TEXHUYECKUMH CPEICTBAMH U MPOTPAMMHBIM 00€CTIICIEHUEM.

B ciyuae BbIsBIEHHS yA3BUMOCTEH WHGOPMAIIMOHHOW CHCTEMBI, MPUBOIAIINX K BO3HUKHOBEHHIO
JOTIONHUTENBHBIX yrpo3 Oe30nacHOCTH MH(OPMAIUHU, IIPOBOAUTCS YTOYHEHHE MOJENN yrpo3 0e30MacHOCTH
uHGOpPMAIlMM W TIPU HEOOXOJMMOCTH MPHHUMAIOTCS JIOMIOJIHHUTENLHBIE MEphl 3alluThl WH(OpMaIuHy,
HaIlpaBJICHHbIE HA YCTPAHEHUE BBISIBICHHBIX YSI3BUMOCTEN WM HCKIIFOYAIOLIUE BO3MOKHOCTb UCIIOIb30BaHHUS
HapYILIUTENIEM BBISBIECHHBIX YA3BUMOCTEM.

o pe3ynpraTam ananm3a ysI3BUMOCTEN TOJKHO OBITH MOATBEPXKICHO, YTO B MHPOPMAIIMOHHOW cCUCTEME
OTCYTCTBYIOT YS3BHMOCTH, COfiepKaluecs B OaHKe JaHHBIX yrpo3 OesomacHoctd mHpopmamuu OCTIK
Poccun, a Taxke B MHBIX HCTOYHUKAX, MIIA WX MCIIONB30BaHME (PKCIUIyaTallisI) HApyIIUTEIeM HEBO3MOXXHO.
(a63ar BBeneH [Ipukazom GCTIOK Poccum ot 15.02.2017 N 27)

16.7. TlpuemMo4HBIE WCHBITAHUS CHCTEMBI 3alUThl HHGOpMaUu WHOOPMAIIMOHHONW CHUCTEMBI
npoBoasaTcs ¢ yaerom ['OCT 34.603 u BKIIIOYAIOT MPOBEPKY BBHIMOMHEHUS TPEOOBAaHUI K CHCTEME 3aIlUTHI
nHpoOpMaIM WHQPOPMAIIMOHHOW CHUCTEMBI B COOTBETCTBHM C TEXHHYECKMM 3aJlaHMEM Ha CO3JaHHe
WH(OPMAITIOHHON CHCTEMBI U (MIJIN) TEXHUYECKUM 3aJaHHEM (4aCTHBIM TEXHUYECKUM 3a/IaHUEM ) Ha CO3/IaHuE
CHCTEMBI 3aIIUTHI HH(OPMANU HHPOPMALIOHHON CHCTEMBI.

ATTrecTauus HHPOPMALMOHHON CUCTEMBI U BBO/I €€ B 1elicTBHE

17. Artecramus nH(OOPMAIIMOHHOW CHCTEMBI OpraHU3yeTcs objamaTereM WHopMamuu (3aKa3duKkoM)
WIH ONEepaTopoM M BKJIIOYAET MPOBEJCHUE KOMILICKCA OPTraHW3alMOHHBIX M TEXHUYECKUX MEPOIPHUSTHHA
(arTecTallMOHHBIX UCIBITAHUI), B pe3yJbTaTe KOTOPHIX IMOJATBEPIKIACTCS COOTBETCTBHE CHCTEMBI 3aIIUTHI
nHpOpMaIy HHPOPMAITHOHHON CUCTEMBI HACTOSATITNM TpeOoBaHMIM.

[IpoBeneHne aTTECTANIMOHHBIX HCIBITAHHA WH(POPMAIIMOHHOW CHUCTEMBI JOJPKHOCTHBIMU JTUIIAMH
(paboTHHKAaMM), OCYIIECTBISIFOIINMHI MTPOEKTUPOBAHNE U (WJIM) BHEAPEHNWE CHCTEMBI 3allUThl HH(POPMAIUN
WH(POPMAITMOHHON CUCTEMBI, HE JIOMYCKACTCA.

(a63amr BBemen Ilpukazom @CTOK Poccum or 15.02.2017 N 27; B pen. Ilpukaza ®CTIK Poccum ot
28.05.2019 N 106)

17.1. B xadecTBE MCXOAHBIX NAaHHBIX, HEOOXOMMUMBIX ISl aTTecTallnd WH()OPMAIIMOHHONW CHCTEMEI,
WCIIONB3YIOTCS MOZIEIh YTpo3 6e30MacHOCTH MHPOPMAIINH, aKT KIacCH(PUKay HHPOPMAIIMOHHON CHCTEMEI,
TEXHUYECKOE 3aJaHMe Ha CO3[aHre WH(OPMAIMOHHOW CHUCTeMbl W (WJIM) TEXHHUYECKOe 3a/JaHue (JacTHOe
TEXHUUYECKOE 3aJaHNEe) HA CO3IaHUE CUCTEMBI 3aIlUThl HH()OpMAaui HHGOPMALTMOHHON CUCTEMBI, IPOEKTHAS
M OKCITyaTallMOHHAs NOKyMEHTallUs Ha CUCTEMY 3alluThl MH(opMauuu HHGOPMALMOHHOH CHCTEMBI,
OpraHU3allMOHHO-PACHIOPSOUTENbHBIE JTOKYMEHTBl 10 3aluTe HHQOpMalWu, pe3ylbTaThl aHalu3a
VA3BUMOCTEH WHGOPMAIMOHHOM CHUCTEMBI, MaTepUalibl IMPEABAPUTENBHBIX M TNPHEMOYHBIX HCIIBITAHUH
CHCTEMBI 3aIUThl HHPOpMaMK HH(POPMALTMOHHOIN CHCTEMBI, a TAK)KEe HHbBIE JOKYMEHTHI, pa3padaTeiBaeMble B
COOTBETCTBUH C HacTosIMMH TpeOoBaHUSIMH.

17.2. Arrtecranust WH(GOPMAIIMOHHOH CHCTEMBI TPOBOJUTCS B COOTBETCTBHH C MPOrpaMMOd U
METOAUKAMH aTTECTALlMOHHBIX HCIBITAHUN J0 Hayaga oO0paboTKu HMH(OpMAaLUH, MOMISKAIICH 3allUTe B
nHpOpPMaMOHHOK cucteMe. sl mpoBeaeHUs aTTecTalMd WHPOPMALMOHHOW CHCTEMBI TNPHUMEHSIOTCS
HAIlMOHAJIbHBIE CTaHAAPTHI, a TAKKE METOAWYECKHE TOKYMEHTBI, paspaboranHbie U yrBepxkaeHHble DCTOK
Poccun B cootBercTBuM ¢ noanyHkToM 4 nyHkTa 8 Ilonoxenus o @enepanbHOl ciyx0e 110 TEXHUYECKOMY H
SKCIIOPTHOMY KOHTPOIIO, YTBep:kaAeHHOro YkasoM [Ipesunenta Poccuiickoit denepaunu ot 16 asrycra 2004
r. N 1085.

Ilo PCHICHUIO 3aKa34yuKa (onepaTopa) ATTCCTALlMOHHLIC HCIbITAHUA MOIYT OBITH COBMCIICHBI C
MPOBCACHNUECM NTPHUEMOYHBIX HUCIBITAHUI HH(i)OpMaL[HOHHOfI CUCTCMBEI.
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(a63ar BBeneH IIpukazom @CTIK Poccun ot 28.05.2019 N 106)

IIo pe3yiabrataM aTTCCTAIMOHHBIX HUCIIBITAaHUHN O(I)OpMJ'IﬂIOTCSI MPOTOKOJIbBI  aTTCCTAIMOHHBIX
HCHI:ITaHPIfI, 3aKJIIOYCHUEC O COOTBCTCTBUH I/IH(l)OpMaHI/IOHHOI\/'I CHUCTEMBbI TpC6OBaHI/I$IM 0 3alIrTe I/IH(i)OpMaL[I/II/I
" aTTeCTAaT COOTBCTCTBUSA B CJIydacC MOJOXKUTCIIbHBIX PC3YJIbTATOB aTTECTALIMOHHBIX HUCIIBITAaHMI.

[Ipu mpoBeneHNH aTTeCTallMOHHBIX UCIBITAHUHN JOKHBI IPUMEHATHCS CIETYIOUIME METOIbI IPOBEPOK
(uctipITaHui):
(a63am BBeneH [pukazom ®CTOK Poccun ot 15.02.2017 N 27)

9KCIIEPTHO-IO0KYMEHTATBHBIA METO/, IPEAyCMaTPUBAIOIINI TPOBEPKY COOTBETCTBHS CHCTEMBI 3aIlUTHI
uHpopMau HHGOPMAITMOHHON CHCTEMBI YCTAHOBJICHHBIM TpeOOBaHUSAM MO 3aliuTe WHQOpManuu, Ha
OCHOBE OIICHKH JKCIUTYaTallHOHHOM JAOKYMEHTAIlUH, OpraHW3alliOHHO-PACTIOPIIUTENBLHBIX JOKYMEHTOB IO
3amyTe HHQOPMAIIUH, a TAKXKE YCIOBHH (yHKIMOHUPOBaHUS HH()OPMAITUOHHON CUCTEMBL;
(a03am BBeneH [pukazom ®CTOK Poccun ot 15.02.2017 N 27)

aHaJIN3 YI3BUMOCTEH MH(POPMAIIMOHHON CUCTEMBI, B TOM YHUCJIC BEI3BAHHBIX HEITPABUIIBHON HACTPOMKOM
(KOH(pUTYpHUPOBAHUEM) TPOrPAMMHOI0 00ECIICUCHHUS U CPEICTB 3aIUThHl HHPOPMAIIUH;
(a03an BBeneH [pukazom ®CTOK Poccun ot 15.02.2017 N 27)

HUCIIBITAHUA CUCTEMbI 3alllUThI I/IH(I)OpMa]_II/II/I IIyTEM OCYHICCTBJICHUS IMONBITOK HECAHKIITMOHUPOBAHHOI'O
nocrymna (Bo3neicTBrs) K H()OPMAIIMOHHON CHCTEME B 00XO0J] €€ CUCTEMBbI 3alUThl HH()OPMAIIUH.
(a63ar BBeneH [Ipukazom GCTIOK Poccum ot 15.02.2017 N 27)

17.3. Jlonyckaercst artectalius MH(OOPMAIMOHHONW CHCTEMbl Ha OCHOBE PE3yJIbTaTOB aTTECTAIlMOHHBIX
WCTIBITAHUN BBIJICICHHOTO Ha0opa CETMEHTOB WH(POPMAITMOHHON CHCTEMBI, PEATH3YIOIMUX IOITHYIO
TEXHOJIOTHIO 00paboTKK HH(POPMAIIUH.

B aTOoM cnydae pacmpocTpaHeHHE aTTecTara COOTBETCTBHUSI Ha JIpyrHe CerMEHThl MH(OpMAaIMOHHON
CHCTEMBI OCYIIECTBIISIETCS TPHU YCIOBUU HMX COOTBETCTBUSI CErMEHTaM WH(OPMAIIMOHHOW CHUCTEMBI,
MPOIIEIIAM aTTeCTAIMOHHBIE UCTIBITAHNSI.

CerMeHT cuuTaeTcsl COOTBETCTBYIONIMM CErMEHTY HH(OPMAITHOHHOH CUCTEMBI, B OTHOIIICHUH KOTOPOTO
ObLTH POBEACHBI ATTECTAIlMOHHBIE UCTIBITAHNS, €CITH JJIs1 yKa3aHHBIX CETMEHTOB yYCTAHOBIIEHBI OMHAKOBBIC
KJIacChl 3alMIIEHHOCTH, YIPO3bl 0€30MacHOCTH WH(OpMAaINK, peaTr30BaHbl OIMHAKOBBIC IMPOCKTHBIE
pernreHus 1o HHGOPMAIMOHHON CHCTEME U €€ CUCTeME 3aIlUThl HMHPOPMaInH.

CoOTBeTCTBHE CETMEHTa, Ha KOTOPBIA pAacHpOCTpaHSETCs aTTecTarT COOTBETCTBHUS, CErMEHTY
WH(POPMAITMOHHON CHUCTEMBI, B OTHOIICHWUH KOTOPOrO OBUIM TIPOBENCHBI aATTECTAI[HOHHBIC HWCIBITAHUS,
MOATBEPXKAACTCS B XOIE NPUEMOYHBIX UCHBITAHUA WH()OPMAIIMOHHOW CUCTEMBl MM CETMEHTOB
WH(POPMAITTOHHON CHCTEMEL.

B cermenTax MH(pOpPMAIMOHHOW CHCTEMBI, Ha KOTOPBIE PACIPOCTPAHSETCS aTTECTaT COOTBETCTBHS,
orneparopoM olecriednBaercss COOMIOJCHNE OSKCIUTYaTalMOHHOW JIOKyMEHTAllMd Ha CHCTEMY 3alllUThI
nH(popMany NHOOPMAIMOHHON CHCTEMbl M OPTaHU3AIIMOHHO-PACTIOPSIUTEIBHBIX JOKYMEHTOB I10 3aIINATE
nH(popMmarm.

OcobenHocTH arrecTauud HMHGOPMALIMOHHOM CHCTEMbl Ha OCHOBE PE3YIbTaTOB aTTECTALlMOHHBIX
UCTBITAHUHN BBIIETIEHHOr0 Ha0Opa ee CErMEHTOB, a TAKXKE YCIIOBHSI U MOPSAOK PacIpOCTPaHEHUs arTecTaTra
COOTBETCTBUS Ha APYTUe€ CErMEHThl MH(POPMAILIMOHHOM CHCTEMbI ONPENENsIOTCS B IPOrpaMMe U METOOUKAX
aTTECTALIMOHHBIX UCIBITAHNH, 3aKIIIOYEHUH U aTTECTaTe COOTBETCTBHL.

17.4. ArTtecTar COOTBETCTBHS BBIAAETCS Ha BECh CPOK IKCILTyaTallMd MH()OPMAIMOHHOW CHCTEMBI.
Omneparop (obnmamatens wuH(pOpManuMu) B XOH€ SKCIUTyaTaUMd WHGOPMALMOHHOW CHUCTEMBl JOJKEH
o0ecrieuuBaTh MOJJIEPKKY COOTBETCTBHS CUCTEMBI 3aIUMTHI HH(POPMAIMK aTTECTaTy COOTBETCTBHS B PaMKax
peanu3anuyu MEpONPUSATHH, IPelyCMOTPEHHBIX MyHKTOM 18 Hactosmux TpeOoBaHUi.

(m. 17.4 B pen. [Ipukaza ®CTIK Poccum ot 28.05.2019 N 106)

17.5. BBog B neiictBue HMH(OPMALIMOHHOH CHCTEMBI OCYLIECTBISIETCS B COOTBETCTBHUH C
3akoHoAaTenbCTBOM Poccuiickoit ®enepanuu 06 nHopManny, HHOPMALMOHHBIX TEXHOIOTHSX U O 3aIlUTe
uHpopmaru 1 ¢ yaerom ['OCT 34.601 u npu HanMYMK aTTecTaTa COOTBETCTBHA.

17.6. UadopmanoHHbIE CUCTEMBI, (PYHKIMOHUPYIOIIUE Ha 0a3e oOmerd mH(pacTpyKTypsl (CpencTB
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BBIUYMCIUTEIBHON TEXHUKH, CEPBEPOB TEICKOMMYHUKAILIMOHHOTO OOOPYNOBaHMs) B KauecTBE MPUKIATHBIX
CEpPBUCOB, MOIEKAT aTTECTAIlMH B COCTaBe YKa3aHHON HH(PACTPYKTYPHI.

B cmyuae ecnm uHpopManMOHHas ~— cucTeMa  co3faercs  Ha  0a3e  MH(pOPMALUMOHHO-
TEJICKOMMYHHUKAI[HOHHON MH(QPACTPYKTYphl IIEHTpa OOpaOOTKM JAaHHBIX YHNOTHOMOYCHHOrO JIMIA, TaKas
HHOPACTPYKTypa LEeHTpa oOpabOTKM AaHHBIX JOMKHA OBITH aTTECTOBaHA HA COOTBETCTBHE HACTOSIIMM
TpeboBaHMsIM.

(8 pen. Ilpukaza ®CTIK Poccun ot 28.05.2019 N 106)

[pu arTecTanmu WHGOPMAIIMOHHOW CHCTEMBI TOJKHBI HCIIONB3YIOTCSl PE3YAbTaThl aTTECTalluy O0IIeH
HHQPACTPYKTYPHI orepatopa HHPOPMALTUOHHOH CHCTEMBI.
(m. 17.6 BBenen Ilpuxazom ®CTIK Poccun ot 15.02.2017 N 27)

Oobecnevyenne 321U THI UH(POPMALMH B X0JI€ IKCIIyaTAUMU
aTTeCTOBAHHOW MH(OPMAIIMOHHON CHCTEMBbI

18. ObecrieueHre 3amUThl HHOOPMAIMK B XO[€ AKCIUIyaTallMd WH(POPMAIIMOHHON CHUCTEMBbI JOJIKHO
OCYIIIECTBIISThCS OMEPaTOpOM B COOTBETCTBUHU C JKCIUIYaTAllMOHHOW JOKYMEHTAIlMEH M OpPraHM3alliOHHO-
pactopsIIUTEIbHBIMHA JOKYMEHTAMU 110 3aIIUTe HHGOPMAIMK U BKJIIOUATh CICAYIOUIHE MEPOIPUSITHS:

TUTAHUPOBAHUE MEPOIIPHUSITHH 10 3a1uTe HHGOPMAaui B UHPOPMAIIMOHHOW CHCTEME;

aHanmM3 yrpo3 0ezomacHocTdH HHQOpPMAIIMU B HHPOPMAIIHOHHONW CHCTEME;

yIpaBiieHre (aIMHHUCTPUPOBAHIE) CUCTEMOM 3alIUTHI HHPOpMAIIHK HH)OPMAITMOHHON CHCTEMBI;
yrpasjieHrue KoHpUrypanyueil HHGOPMAaIMOHHON CUCTEMBI M €€ CUCTEMOM 3alUThl HH(POPMAIIUH;
pearupoBaHWe HA HHIUJICHTHI,

“HGOPMHUPOBAHUE U O0YUICHHE ITIEPCOHAIa HHPOPMAITOHHOW CHCTEMBI;

KOHTPOJIb 32 00eCTIedeHUEM YPOBHS 3alIHIICHHOCTH HH(pOpMAIIH, coepKaiieiics B ”HPOpMaIIHOHHON
crucTeme.
(. 18 B pen. IIpukaza ®CTIK Poccuu ot 28.05.2019 N 106)

18.1. B xome mmaHUpOBaHUS MEPONPHUATHH IO 3amUTe MHGOPMAIUd B WH(POPMAITMOHHON CHCTEME
OCYIIECTBIISIFOTCS:

Ompe/ie]ICHNEe JIMIl, OTBETCTBEHHBIX 32 IUIAHUPOBAHHE M KOHTPOIb MEPONPHUSITHH IO 3alluTe
nHpOpMaH B MHGOPMAITHOHHON CHCTEME;

ONpe€ACIICHUE JIUI], OTBETCTBCHHBIX 3a BBIABJICHUEC MHIUACHTOB U pE€aripOBaHUEC Ha HUX;

pa3paboTKa, yTBEp)KAEGHHE M aKTyalu3alus IUIaHa MEpPONpPUATHH TO 3ammre HWHPOpPMAalUH B
WH(OPMAITMIOHHON CHUCTEME;

oIpeesICHNE MOPsAKa KOHTPOIS BEIITOIHEHUS MEPONPHUATHHN 110 00ecIiedeHHIO 3alUThl HHPOpMauK B
UH(OPMALIIOHHON cHUCTEME, IPELyCMOTPEHHBIX YTBEP>KACHHBIM IJIAHOM.

[Iman MeponpusaTHil mo 3amure HHPOpPMAMU B HHPOPMAILIMOHHONW CHUCTEME YTBEP)KAAETCSl BMECTE C
MIPaBOBBIM aKTOM OpraHa UCIIOIHUTEIBHOM BIACTH O BBOAE MH(POPMALIMOHHOW CHCTEMBI B SKCILTYaTaLHIo.

KoHTpONb  BBITIOMHEHHS MEPONPHATHH, NPEIYCMOTPEHHBIX IUIAHOM MEPONPUSATHH 110 3alIuTe
nH(pOpMaIY B MHPOPMAITMOHHON CHCTEME, OCYILECTBISIETCS B CPOKH, ONPEIeTICHHbIE YKa3aHHBIM TUIAHOM.
(m. 18.1 B pen. Ilpukaza @CTIK Poccun ot 28.05.2019 N 106)

18.2. B xome ananuza yrpo3 Oe3omacHocTd HHGOpManMu B WHGOPMAIIMOHHOM CHUCTEME B XOJIE ee
9KCIUTyaTalluy OCYLIECTBIISIOTCS:

BBIABJICHUC, aHAJIN3 U YCTPAHCHHUC yﬂBBHMOCTCﬁ HH(bOpMaL[PIOHHOﬁ CHUCTCMBI,

aHaJIN3 UBMCHCHHUA YI'PO3 0e30IMacHOCTH HH(bOpMaHHH B HH(bOpMaL[HOHHOfI CUCTEMC,
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OI€HKAa BO3MOXKHBIX HOCHGI[CTBI/Iﬁ pcaim3anuu yrpo3s 0e30macHOCTH I/IH(l)OpMa]_[I/II/I B HH(i)OpMaLIPIOHHOfI
CUCTEMCE.

[lepromuYHOCTh MPOBEACHUS YKa3aHHBIX pPa0OT OIpPENeNseTcs ONepaTopoM B OpraHU3aI[MOHHO-
pPactopsIINTENBLHBIX JOKYMEHTAX I10 3allUTe HH(POPMAIHH.
(. 18.2 B pen. Ilpuxaza ®CTIK Poccuu ot 28.05.2019 N 106)

18.3. B xozxe ynpasieHus (aAMUHUCTPUPOBAHMUSI) CUCTEMOH 3aIUTHl MHPOpMAUU WHPOPMAIOHHOMI
CHCTEMBI OCYILECTBIISIOTCA:

OlpeieTICHne JUI, OTBETCTBEHHBIX 3a YIpaBieHHE (aAMHUHHACTPUPOBAHME) CHCTEMOH 3allUThI
nHpOpMaIK HHPOPMAIMOHHON CHCTEMBI,

YIPABJICHUE YYETHBIMH 3AIMCSIMU I0J1b30BaTENEH U MONJECPKAHUE B aAKTYyaJIbHOM COCTOSHHM IIPAaBHII
pasrpaHdYeHus IocTyna B H(HOPMAIMOHHOH CHCTEME;

yIIpaBlieHUE CPECTBAMH 3aIUTHI HHPOPMAMH UHPOPMAIIMOHHON CHCTEMBI,

yIpaBiieHHEe OOHOBJICHUSIMHU MPOTPAMMHBIX H IPOTPaMMHO-aIIapaTHBIX CPEACTB, B TOM YHCIIE CPEICTB
3alAThl MHPOPMAIIHH, C YIETOM 0COOEHHOCTEH (PyHKIIMOHUPOBaHUS HH()OPMAIIMOHHON CUCTEMBL

LIEHTPAJTN30BaHHOE YIPABIEHUE CHUCTEMOM 3aluThl HH(pOpMai HH(POPMAITMOHHONW CHUCTEMBI (TIpH
HEOOXOIMMOCTH);

MOHHTOPUHT W aHAJIW3 3apErHCTPHUPOBAHHBIX COOBITHH B MH(OPMAIMOHHON CHCTEME, CBS3aHHBIX C
obecrieueHreM 0€30MMacHOCTH (1ajiee - COOBITHS 0€30MACHOCTH);

obecrieuenre QyHKIIMOHUPOBAHHUSI CHCTEMBI 3aIUTHI HH(OPMAaIUK HHPOPMAITHOHHON CUCTEMBI B XOJIE
€e OKCIUTyaTalldd, BKIIOYas BEICHHE OKCILUTyaTallMOHHOW JIOKYMCHTAIlMd W  OpPTaHWU3aIl[MOHHO-
pacropsIUTENbHBIX JOKYMEHTOB IO 3allUTe HH()OPMAIIUH.
(. 18.3 B pen. Ilpukaza ®CTIK Poccunm ot 28.05.2019 N 106)

18.4. B xome ympaBiieHHs KOH(pHUIypalued HHOOPMAIIMOHHON CHCTEMBI M €€ CHUCTEMBI 3allUThI
WHQPOPMAITIH OCYIIECTBISIFOTCS:

OlIpefeNieHne JUI, KOTOPHIM pa3pelieHbl IeWCTBHS IO BHECEHHWIO HM3MEHEHWH B KOH(UTYpamuio
MH()OPMAITIOHHON CUCTEMBI U €€ CUCTEMBI 3aIIUTHl HH(OPMAIINH, ¥ UX TTOJTHOMOYHH;

olpefieNieHne KOMITOHEHTOB HMH()OPMAIMOHHOW CHCTEMBI M €€ CHCTEMBI 3alluThl HH(pOpMaIum,
MO[UTeXAINX M3MEHEHUIO0 B paMKax yIpaBiieHUs KoHpurypamnueil (MaeHTHQUKAIHS 0ObEKTOB YIpPaBIeHUS
KOoH(pHTYypammei): mporpaMMHO-alapaTHbIE, MPOrpaMMHBIE CPEACTBA, BKIIOYAs CPENCTBA 3allUTHI
rH(popMaIK, UX HACTPOHKH W TIPOTPAMMHBII KOJI, SKCILTyaTallHOHHAs TOKyMEHTAaIust, nHTep¢ eicl, (haiiibl
Y WHBIC KOMITOHEHTHI, TTOJIeKAIINE U3MEHEHUIO U KOHTPOITIO;

yIpaBjieHHe H3MEHEHHSIMH WH()OPMAIMOHHONW CHCTEMBI M €€ CHCTEMBl 3aluThl HH(MOPMAINH:
pa3paboTka MmapamMeTpoB HACTPOWKH, OOECIICUMBAIOMINX 3alIUTy HWH(OpMAINH, aHaJIW3 TOTEHIIMAIHFHOTO
BO3ICHCTBUS IUIAHUPYEMBIX H3MEHEHHWH Ha oOecriedeHne 3ammThl MH(OpPMAlWH, CAHKIHOHWPOBAHUE
BHECEHHSI I3MEHEHHUH B NHPOPMAIIMOHHYIO CHCTEMY U €€ CHCTEMY 3aIllUThl HH(POPMAaIlUH, TOKYMEHTHPOBAaHHUE
JEHCTBUII 10 BHECEHHWIO U3MEHEHHH B MH()OPMAIMOHHYIO CHCTEMY M COXpaHEHHE JaHHBIX 00 M3MEHEHHSIX
KOH(pHTypaIuy;

KOHTPOJTb JICHCTBHI 10 BHECEHHIO M3MEHEHUH B MH(POPMAIIMOHHYIO CHCTEMY U €€ CHCTEMY 3alUThI
nHpopMmarmm.

Peanu3oBaHHBIE TPOIECCH YIPABICHUS W3MEHEHUSIMU HH(POPMALMOHHOW CHUCTEMBI M €€ CHCTEMBI
3aIIUTH HHPOPMALMH JIOJDKHBI BKITIOYATh IPOIECCH TAPAHTUITHOTO U (MJIM) TEXHHYECKOTro 0OCTY)KUBAaHUS, B
TOM YHCJI€ JUCTAaHUMOHHOrO (yAaJeHHOIr0), MPOrPaMMHBIX M MPOrpaMMHO-ANIAPATHBIX CPEACTB, BKIIIOYAs
CpeICTBa 3aIUThl HHPOPMALNK, HHPOPMALTIOHHON CUCTEMBI.

(m. 18.4 B pen. Ilpukaza @CTIK Poccuu or 28.05.2019 N 106)

18.5. B xone pearnpoBaHus Ha MHIIUAECHTHI OCYILIECTBIISIFOTCS:

06Hapy>KeHHe nu HHCHTH(bHKaHHH HWHIOWACHTOB, B TOM 4YHCJIC OTKa30B B O6CJ'Iy)KI/IBaHI/II/I, cboeB
(nepesarpysolc) B pa60Te TCEXHUYCCKUX CpCACTB, MNPOrpaMMHOIO oOecrieucHUsT M CpCACTB 3allIHThLL
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uHpOpPMalK, HApyIIEHWH NpaBWJI pasrpaHUYEeHHUs] JJOCTYyNa, HENPaBOMEPHBIX NEUCTBHA MO cOOpy
uHpOpPMaIK, BHEJPEHHH BPEIOHOCHBIX KOMIBIOTEPHBIX MpOrpaMM (BHPYCOB) U HHBIX COOBITHH,
MIPUBOAAIINX K BOSHUKHOBEHUIO HHIIUAECHTOB;

CBOCBPEMECHHOC I/IHq)OpMI/IpOBaHI/IC MOJIB30BATCIIAIMU U AAMHUHHUCTpPATOpaMU JIML, OTBCTCTBCHHBLIX 3a
BBIABJICHHUEC HWHIUJACHTOB MW PCArupoBaHUC Ha HUX, O BO3HUKHOBCHUHN HHIUJCHTOB B HH(bOpMaHHOHHOﬁ
CUCTEMCE;

aHAJIU3 UHIUJICHTOB, B TOM YHCIIE€ ONPENETIEHUE HCTOYHUKOB Y MPUYUH BOZHUKHOBEHHS MHIIMJIEHTOB, a
TaKXKe OLICHKA MX ITOCIICACTBUM;

IJIAHUPOBAHUE M INPHUHATUE MEP II0 YCTPAHEHWIO HWHIMJEHTOB, B TOM YHUCJE II0 BOCCTAHOBJICHHUIO
WH(POPMAIIMOHHON CHCTEMBI M €€ CETMEHTOB B CIIydae OTKa3a B 00CTy>KHBaHUH HIIH ITOCIIe CO0EB, YCTPAHEHUIO
MOCEACTBAN HApyLIeHWs] TPaBWJI pas3rpaHuYeHUs] JOCTYyIa, HEMPaBOMEPHBIX JAEHCTBHH 10 cOopy
nH(pOpPMAIK, BHEIPEHUS BPEAOHOCHBIX KOMITBIOTEPHBIX TporpamMM (BHPYCOB) W HWHBIX COOBITHH,
HNPUBOSALINX K BOSHUKHOBEHUIO HHIIUJICHTOB;

IJIaHUPOBAHUC U ITPUHATHUEC MEP 110 MPEAOTBPAIICHUTIO ITIOBTOPHOI'O BOSHUKHOBCHUA MHIU/ICHTOB.
(m. 18.5 BBenen Ipuxazom @CTIK Poccun ot 28.05.2019 N 106)

18.6. B xone nHpopMupoBaHUs 1 00ydeHHs ITepcoHaia HHPOPMAIIMOHHON CHCTEMbI OCYIIIECTBIISIOT CSI:

nHPOPMUPOBaHHE TepcoHaNa HH(MOPMAIMOHHONH CHCTEMBI O TIOSBICHHH aKTyallbHBIX Yrpo3ax
Oe3omacHocTH HHDOPMAITUH, O TIPAaBUIIAX 0e30IMacHON 3KCILTyaTalluy HH()OPMAIIMOHHON CUCTEMBL,

JIOBEJICHHE JI0 TIepCOHaja HHGOPMAIIMOHHONW CUCTEMbI TPEOOBaHUH 10 3alUTe HHPOPMAIINH, a TaKKe
MOJIOKCHUN  OPTraHU3allMOHHO-PACIIOPSIUTENILHBIX JIOKYMEHTOB 110 3alluTe HH(OpMAIMK C Yy4eTOM
BHECEHHBIX B HUX M3MEHEHUI;

oOyueHne TmepcoHasia WH()OPMAIMOHHOW CHCTEMbI MpaBWIIAM DKCILTyaTallii OTJAEIBHBIX CPEJCTB
3aIUTH HHPOPMAITUH;

MPOBEJICHNE TPAKTHUECKUX 3aHATHA M TPEHUPOBOK C IMEPCOHATIOM HH()OPMAIMOHHOW CHUCTEMBI IO
OJIOKMPOBAHMIO YTPO3 0€30MaCHOCTH HHQPOPMAITIH B pearupoOBaHUIO HA MHITUICHTHI;

KOHTPOJIb OCBEIOMJIEHHOCTH TepcoHaiia HWH(MOPMAIIMOHHONH cHUCTEeMBI 00 yrpo3ax Oe30macHOCTH
vH(OpMAaIK 1 YPOBHS 3HAHWH TepCcOHAaIa [0 BOIIPOcaM 00eCIIedeH s 3aIi Tl HH(OPMAIIHH.

[eproaANIHOCTD TPOBEACHHS MTPAKTUYCCKUX 3aHITUH M TPEHUPOBOK C MEPCOHATIOM, MEPONPHUITHH 110
OOyUeHHIO TIepCOHANla W KOHTPOJIO OCBEIOMIICHHOCTH TIepPCOHAla YCTAHABIMBACTCS OMEPaTOpoOM B
OpraHU3aIMOHHO-PACTIOPSIUTENBHBIX JIOKYMEHTaX [0 3alluTe HWHPOPMAIMH C YYETOM OCOOCHHOCTEH
(hyHKIHOHMpPOBaHMS HH(GOPMAIIMOHHOMN CHCTEMBI, HO He pexke 1 pas3a B 1Ba roza.

(1. 18.6 BBenen IIpukazom @®CTIK Poccun or 28.05.2019 N 106)

18.7. B xome koHTponsa 3a oOecredeHreM YpPOBHS 3alIWINIEHHOCTH WH(GOpPMAINH, COAEpIKAIeics B
UH(POPMALIIOHHON CUCTEME, OCYILIECTBISIOTCS:

KOHTPONG (aHaNW3) 3aIMUIIEHHOCTH HWHQOPMAIMH C YY4eTOM OCOOEHHOCTeH (yHKIIMOHUPOBaHUS
MH()OPMAIIOHHON CHCTEMBI;

aHaJIu3 M OICHKa (bYHKHHOHHpOBaHI/IH PIH(I)OpMaLIHOHHOﬁ CHUCTEMbI M €€ CHUCTCMBI 3alllUThI
I/IH(I)OpMaI_H/II/I, BKJIFOYas aHaJIM3 U YCTPaHCHUC YﬁSBHMOCTeﬁ N HMHBIX HCAOCTATKOB B q)YHKLII/IOHI/IpOBaHI/II/I
CUCTEMBI 3alllUTHI I/IH(l)OpMaI_II/II/I HH(l)OpMaHHOHHOﬁ CUCTCEMBI;

JOKYMEHTHPOBAHHE MPOLIEAYP M PE3yJIbTaTOB KOHTPOJIS 3a OOECIEYEHHMEM YPOBHS 3alUIIEHHOCTH
nH(pOpMaIHY, coaepkalieiics: B UHQOPMALIMIOHHOH CUCTEME;

MIPUHSITHE PEIICHUS 110 Pe3yabTaTaM KOHTPOJIS 32 00eCIIeYeHNEM YPOBHS 3aIUIIICHHOCTH HH(POPMAIIUH,
cozepkaiieiics B WH(QOPMAIIMOHHON CHCTEME, O HeOOXOAMMOCTH JOpa0OTKH (MOIEPHU3AINH) €€ CUCTEMBI
3aIUThl THPOPMAIIUH.

KOHTpOJ'IB 3a obecrieueHreM YPOBHA 3alllUIICHHOCTHU I/IH(bopMaLII/II/I, coz[epmameﬁcsl B
HH(l)OpMaHHOHHOﬁ CUCTCMC, TMPOBOAUTCA ONCPATOPOM CaMOCTOATCIBHO U (I/IJ'H/I) C TPHUBICYHCHUCM
OpraHuv3anuu, I/IMCIOH.[Cﬁ JJUIOCH3UIO Ha JCATCIBbHOCTH II0 TEXHHYCSCKON 3alIuTeC KOH(l)H,I[CHLII/IaJIBHOfI
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UH(pOPMAITHH.

[leproarYHOCTD TPOBEAECHUS KOHTPOJIS 3a OOECIEUEHHEM YPOBHs 3alIMIICHHOCTH WH(OpMAIHH,
cofeprkaleiicss B MHGOPMALMOHHON cucTeMe | Kiacca 3alUIIEHHOCTH, YCTaHABIUBAETCA ONEPATOPOM B
OpraHN3alMOHHO-PACHIOPSAUTENBHBIX JOKYMEHTaX IO 3aluTe HMHPOPMAlUUH C YYeTOM OCOOEHHOCTEH
(YHKIMOHMPOBAaHUS HH(POPMAIIMOHHOM CUCTEMBI, HO He pexe 1 pasza B rof.

[leproarYHOCTE TPOBEACHUS KOHTPOJS 3a OOECIIeUEHHEM YPOBHSI 3allMIICHHOCTH WH(OPMAIWH,
cozeprKaleicss B HHGOPMaMOHHBIX CHCTeMaX 2 U 3 KJIACCOB 3alIMIIEHHOCTH, yCTaHABIMBACTCS ONEPaTOpOM
B OpPraHU3aIMOHHO-PACIIOPSANTENBHBIX JOKYMEHTaX II0 3aliuTe MH(OPMAIMH C y4ETOM OCOOEHHOCTEH
(GYHKIMOHMPOBaHUS HH(POPMAIIMOHHBIX CHCTEM, HO He peke | pasa B Ba roja.

(. 18.7 BBenen IIpuxazom @®CTIK Poccuu or 28.05.2019 N 106)

Ob6ecneyenne 3alMThHI MHGOPMAIMHT P BHIBOJE U3 IKCILTyaTallMU
aTTeCTOBAHHOW MH(OPMAIMOHHOM CHCTeMbI MJIU NOCJIe TPUHATHSA
pelieHus: 00 OKOHYAHUM 00padoTKH NHGoOpPMaANNHU

19. OoOecneyenne 3amMThl HH(GOPMAIMKM TPH BBIBOJAC U3 OKCIUIyaTallMM aTTECTOBAHHOM
WHPOPMAIIMOHHOM CHUCTEMBl WJIM TIOCHE TPUHATHA penieHus o0 OKOH4YaHWW 00paboTku wuHpopmanuu
OCYIIECTBIISIETCSl OMEPATOPOM B COOTBETCTBUU C IKCILTYaTAllMOHHOM JOKYMEHTAIMEed Ha CHUCTEMY 3alIUThI
nHpoOpMaIi WH(QOPMAIMOHHOW CHCTEMBl W OpraHH3allMOHHO-PACIIOPSITUTEINBHBIMA JOKYMEHTaMHU 10
3ammTe HHHOPMAIIUH U B TOM YHUCIIE BKITIOYAET:

apxuBHpOBaHHE WH(OpMaIIUK, copepIKalieiics B ”HPOPMAIIMOHHOW CHCTEME;

YHUYTOXKEHHE (CTHpPaHKE) TAHHBIX M OCTaTOYHOW WH(OPMAIMK C MAIIMHHBIX HOCHTENEeH HHOopManuu
1 (VM) YHIYTO)KEHNE MAITMHHBIX HOCUTENEH WH(OpPMAIIHH.

19.1. ApxuBupoBanme uH(DOpMaIHH, CcomepKamecs B WHOOPMAIMOHHOW CHUCTEME, JOIDKHO
OCYIIECTBIATECSA TPU HEOOXOAMMOCTH JIAJBbHEHINEro WCIONb30BaHUsI HWHQPOPMAIMH B JIEITEILHOCTH
oreparopa.

19.2. VaumuroxeHue (CTHpaHWE) TAHHBIX W OCTATOYHONH HMHQOpPMAIMM C MAIIMHHBIX HOCHUTEJCH
WHGOPMAITMH TTPOU3BOJAMUTCS NP HEOOXOAWMOCTH Tepeadydl MAIUHHOTO HOCUTENS WH(POPMAIHH JIPYTOMY
MOTB30BATEN0 HHOOPMAIIMOHHON CHCTEMBI I B CTOPOHHHME OpPTaHU3allMU JJIsi PEMOHTA, TEXHHUYECKOTO
00CITYXKMBaHUS WM JATbHEHIIIEr0 YHUYTOKEHMSL.

[Ipu BBIBOJE M3 SKCILUTyaTallMd MAIIMHHBIX HOCHTENeH WH(GOpPMAIUH, Ha KOTOPBIX OCYIIECTBISUTUCH
XpaHeHHe W 00paboTka WH(OpMAIUHU, OCYHIECTBISETCS (HU3MYECKOe YHHUTOKEHHE STHUX MAIIWHHBIX
HOCHUTENICH HH(POPMAITHH.

II1. TpeOoBaHus1 K MepaM 3a1IMThI HH(pOpPMaLuK, colep:Kaleiics
B UH(OPMAILIMOHHOII cucTeme

20. OpraHn3aliOHHBIE U TEXHUYECKHE MEPhI 3aIUThl HH()OPMAIHH, peaTn3yeMble B MH(OPMAIIHOHHON
CHCTEME B PaMKax €€ CUCTEMBbI 3aIUThl HH(GOPMAINH, B 3aBHCUMOCTH OT yrpo3 0€301macHOCTH HH(OpPMaLUH,
UCTONB3YyEeMbIX ~HMH()OPMALMOHHBIX TEXHOJIOTUH U  CTPYKTYPHO-(QYHKIMOHAJBHBIX  XapaKTEPUCTHK
WH()OPMAITIOHHON CUCTEMBI TOJDKHBI 00€CIIeUnBaTh:

UICHTU(DHUKAIMIO ¥ AyTeHTU(PHUKAIINIO CyOBEKTOB J0CTYyIa U OOBEKTOB JOCTYIIA;
yIIpaBJICHHE JOCTYIIOM CYOBEKTOB JIOCTYyIA K OObEKTaM JI0CTyIa;

OrpaHUYeHHe TPOTPAMMHON CPEJIBL;

3alUTy MAIIMHHBIX HOCHUTENEH nH(opManuy;

perucrpanmio coobITuii 6€30MaCHOCTH;

AHTUBUPYCHYIO 3aLINTY;

oOHapyxeHHe (IpeJoTBpalCHUE) BTOPIKEHU;

KOHTPOJIb (aHAJIN3) 3aIUILEHHOCTH HH(OpMaLuH;
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LETOCTHOCTh MH(POPMAIIMOHHON CHCTEMBI U HH(OpMAaLNY;

JOCTYIHOCTH HH(OpMAIUH;

3aIIUTYy CPENbl BUPTYaIN3aLUU;

3aIIUTY TEXHUYECKUX CPEACTB;

32Ty UHPOPMAIIMOHHOW CHUCTEMBI, €€ CPECTB, CHCTEM CBSI3H H TIepeadn JaHHBIX.

CocraB mep 3ammuThl WHpOpMAMM M WX 0a3oBble HAOOPBI Ui COOTBETCTBYIONIMX KIIACCOB
3alUIIEHHOCTH HH()OPMAIMOHHBIX CHCTEM MPUBENEHBI B TIpriioxkeHUH N 2 K HacTosmuM TpeOoBaHuUsIM.

20.1. MepsbI 110 HACHTUPHUKALUN U ayTEHTU(OUKAMH CYOBEKTOB TOCTYIA M 00BEKTOB JOCTYIA JTOMKHEI
oOecrieunBaTh MPHCBOCHUE CYObEKTaM W OOBEKTaM JOCTYyNa YHHKAaJbHOTO MpH3HaKa (MAEHTH(UKATOpa),
CpaBHEHHE TMPEABIBISEMOro CyObeKToM (00BEKTOM) OCTYIa WIACHTH(HUKATOpA C MEepeYyHeM MPUCBOCHHBIX
HUACHTH(PHUKATOPOB, a TAKXKe MPOBEPKY MPUHAIISKHOCTH CyOBEKTY (00BEKTY) JOCTyIa MPEABSBICHHOIO UM
uaeHTrdukaTopa (MOATBEPkKACHNE TOITHHHOCTH).

20.2. Mepsl 110 yIpaBJIeHUIO TOCTYIIOM CYObEKTOB IOCTyIa K 00bEKTaM JI0CTYIa JOIKHBI 00€CIIeunBaTh
yIIpaBJiicHHE MTPaBaMu W MPUBUWIIETHAMHU CYOBEKTOB JOCTYIA, pa3rpaHHueHUE JOCTya CYObEKTOB AOCTYMa K
00bEeKTaM JIOCTylla Ha OCHOBE COBOKYITHOCTH YCTAHOBJEHHBIX B HH(OPMAIMOHHONW CHUCTEME IpaBHUII
pasrpaHUYeHus JIOCTYIA, a TAKKe 00eCIeunBaTh KOHTPOIb COOIOICHHS dTHX MTPABHIIL.

20.3. MepsbI 10 OrpaHUYEHUIO TPOrPAMMHON CPEIbI AOIKHBI 00ECTIeYNBaTh YCTAHOBKY H (MJIH) 3aITyCK
TOJBKO pPa3pelIeHHOr0 K HCIONB30BAHUIO B WH(OPMAIIMOHHON CHCTEME MPOrpaMMHOr0o 00ecredeHus: uiu
HCKITIOYATh BOBMOKHOCTh YCTAHOBKH M (WJIH) 3aITyCKa 3alpeleHHOr0 K UCIIOIb30BaHUIO B MHPOPMAIIHOHHOH
cucTeMe IPOrpaMMHOIo 00ecCIedeH s,

20.4. Mepsl 1o 3alMTe MAIIMHHBIX HocuTellel uHpopMaruu (cpeacTBa 00paOOTKH (XpaHEHHS )
nHQPOpPMAIH, ChEMHbIE MANIMHHBIE HOCUTENW WH(GOpPMAIUK) JIODKHBI HCKIIOYaTh BO3MOXKHOCTB
HECAHKIIMOHUPOBAHHOTO JIOCTYIAa K MallMHHBIM HOCHTEISIM M XpaHAMICHCS Ha HUX WHQOpMAIIH, a TaKkKe
HECaHKIIMOHUPOBAHHOE UCIIONIb30BaHUE ChEMHBIX MAIIIMHHBIX HOCUTENEH HHPOPMAITHH.

20.5. MepblI 110 perucTpanuu coObITHH 0S30MaCHOCTH TO/KHBI 00eCIedrBaTh cOOp, 3alUCh, XPaHEHUE
Y 3aUTy HHPOpPMAUU O COOBITHAX O€30MMacHOCTH B MH(OPMAIMOHHOW CHCTEME, a TaKkKe BO3ZMOXXHOCTH
MPOCMOTpA ¥ aHaITN3a HHPOPMAIMH O TAKUX COOBITUSX M PearHpOBaHHE HA HUX.

20.6. Mepbl IO aHTHBHPYCHOHM 3alIuTe NODKHBI OOecredmuBaTh OOHApyXKeHHE B WH(OPMALMOHHOMN
CHCTEeME KOMIIBIOTEPHBIX TPOrpaMM IMOO0 WHOW KOMIBIOTEPHON WH(OpMaInu, NpeaHA3HAYCHHOW JUIs
HECAHKIIMOHUPOBAHHOTO YHUYTOXKCHHS, OJOKUPOBAaHWS, MONU(DUKAIMH, KOIMHPOBAHUS KOMITLIOTEPHOM
WHGOPMAITMH MM HEUTPAIU3alUU CPENCTB 3alUThl HH(POPMAIHH, a TAK)KE pearnpoBaHue Ha OOHApYKEHHE
3THUX MPOrpamMM U HH(POPMAIHH.

20.7. MepsI 110 0OHapYKeHHIO (ITPEAOTBPAICHHIO) BTOPKEHHUH TOKHEI 00ecrednBaTh OOHapY:KEHUE
neiicTBuid B MHGOPMAIIMOHHON CHCTEME, HalpaBICHHBIX Ha TMpeTHaMEpEeHHBIH HECAaHKIMOHWPOBAHHBIN
JOCTYT K WH(MOpMAaIHH, CrielralbHbIe BO3IEHCTBUS HA WH(GOPMAIMOHHYIO CUCTEMY U (WJIH) MHPOPMAIIHIO B
LensiX ee IOObIBaHMSA, YHWYTOKEHHs, MCKKEHHS M OJOKMPOBaHMS AOCTyNa K HMH(OPMALUM, a TaKxKe
pearupoBaHue Ha 3TH ACHCTBUSL.

20.8. Mepsl 10 KOHTPOIIO (QHAIM3Y) 3aIMIIEHHOCTH WH(POPMAILMH JODKHBI 00eCIednBaTh KOHTPOIb
YPOBHS 3aIMIIEHHOCTH HH(OpPMAIWH, conepkalieiics B MH()OPMAIIMOHHON CUCTeMe, ITyTeM MpPOBEICHHUS
MEpONPHITHII T10 aHAIN3Y 3aUIIEHHOCTH HHPOPMAIIMOHHOW CUCTEMBI H TECTUPOBAHHIO €€ CUCTEMBI 3aIUThI
nHpopMmarmm.

20.9. Mepbl 10 00€creyeHHI0 LIETOCTHOCTH MH(OPMAlMOHHONW CUCTEMBbl M MH(OpMalUU JOKHBI
oOecrieunBaTh OOHapyxeHHe (PaKTOB HECAHKLMOHMPOBAHHOTO HAPYILIEHHS LETOCTHOCTH MH(OpMannoHHON
CHCTEMBI U cofeprkamieiicsi B Hell nH(opMaLuy, a Takke BO3MOXHOCTh BOCCTAHOBJIEHHSI HH(POPMaIIMOHHON
CHCTEMBI U coziepallieiics B Hell uHdopmanuu.

20.10. Mepsl 10 o0ecrieueHHI0 TOCTYITHOCTH MH(OPMALMHU J0KHBI 00eclieuuBaTh aBTOPU30BAHHBIN
JOCTYN TONb30BaTelell, MMEIOMMX IpaBa O TakoMy JOCTyHy, K HH(opMauuu, comepkameics B
WH(POPMAIIMOHHOH cCUCTEME, B IITATHOM pekuMe QyHKIHOHUPOBaHUS HH()OPMALTMOHHON CUCTEMBI.



20.11. Mepsl o 3a11UTe Cpebl BUPTYATU3AUHU JOMKHBI UCKII0YaTh HECAHKIIMOHUPOBAHHBIA JOCTYH K
nHdopmaiu, 00padaThiBaEMO B BUPTYaJbHOH HMHMPACTPYKType, M K KOMIIOHCHTaM BHUPTYaJIbHOM
MH(DPACTPYKTYphI, a TaKKe BO3JCHCTBHE Ha WH(OPMAIMIO M KOMIIOHCHTHI, B TOM YHCJIE€ K CpEICTBAM
YIpaBJICHUS BUPTYaIbHOH HHQPPACTPYKTYPOH, MOHHTOPY BHPTYaJbHBIX MAIllMH (THUIIEPBU30PY), CHCTEME
XpaHEHUs JaHHBIX (BKJIFOYAS CHCTEMY XpaHEHHUs 00pa30B BUPTyalbHON WH(GPACTPYKTYPHI), CETH TEpenadu
JAHHBIX Yepe3 JJIEMEHTHl BHUPTYyabHOW WM (DU3MUecKOl HMHEOPACTPYKTYPHI, TOCTEBBIM OIEPAIMOHHBIM
CHUCTeMaM, BUPTYaJIbHBIM MallliHaM (KOHTEHHEpaMm), CUCTEME M CETH PEIUTUKAIlUH, TEPMUHAIBHBIM H
BUPTYaJIbHBIM YCTPOHCTBAM, a TAKXKE CUCTEME PE3EPBHOTO KOITUPOBAHMS U CO3aBAEMBIM CIO KOTIHSIM.

20.12. Mepsl 1o 3a1uTe TEXHUIECKUX CPEIACTB JODKHBI UCKIII0YaTh HECAHKIIMOHUPOBAHHBIN JOCTYII K
CTaIMOHAPHBIM TEXHUYECKHM CPEICTBaM, 00padaThIBalOIMM HH(OPMAIUIO, CPECTBAM, 00ECICUHNBAIOIINM
($yHKIMOHMpOBaHUE HH()OPMALIMOHHON CHUCTEMEHI (Jlanee - cpefcTBa obecreueHus] QyHKIMOHUPOBAHUS), U B
IOMEIIICHUS, B KOTOPBIX OHU ITOCTOSIHHO PACIIOJIOKEHBI, 3aIUTy TEXHUYECKMX CPEIACTB OT BHEIIHUX
BO3ICHCTBUH, a TakKe 3aIlUTy MH(OpMAIIUHU, MPEICTABICHHON B BUJE MH(POPMATUBHBIX DIICKTPUYCCKUX
CUTHAJIOB U (PM3MYECKHUX TTOJIEH.

20.13. Mepsi 110 3anmTe HHGOPMALIMOHHON CUCTEMBI, €€ CPEICTB, CUCTEM CBSI3U M TEpelavr JaHHbIX
JIOJDKHBI 00€CIIeUMBATh 3aIIUTYy MH(MOPMAIUU MPH B3aUMOJCHCTBUU HMH(OPMAIIMOHHOW CHCTEMBI WJIU €€
OTACIBHBIX ~ CErMEHTOB ¢  WHBIMH  HMH(OPMAIIMOHHBIMH  CHCTEeMaMH ¥ HH(OPMAIMOHHO-
TEICKOMMYHHUKAIITMOHHBIMUA CETSMHU TOCPEACTBOM MPUMEHEHUS apXUTEKTYyphl WH(OPMAIIMOHHONW CHUCTEMBI,
MPOSKTHBIX PEIICHUN MO ee CHUCTeME 3allUThl HMH(OpPMAIMK, HAINPaBJICHHBIX Ha OO0ECICUEHHE 3aIUThI
nHpopmarmm.

21. Beibop mep 3ammThl HHGOpMALIMY ISl X peasin3aliil B MHPOPMAIIMOHHOW CHCTEME B paMKax ee
CHCTEMBI 3aIUThl HH()OPMAIIUH BKITIOUAET:

orpezeneHne 6a30Boro Habopa Mep 3alUThl THPOPMAIWH [T YCTaHOBIEHHOTO Ki1acca 3allHIeHHOCTH
WHQPOPMAIIMOHHOM CHUCTEMBI B COOTBETCTBHHM C 0a30BBIMH Ha0OpaMH Mep 3aluThl HH(OpMAaIWy,
MIPUBEICHHBIMH B TpriioykeHuH N 2 K HacTosmuM TpeboBanmsIM;

ajanTanuioo 06a3oBoro HaOopa Mep 3allUThl WH(pOpMAMK NPUMEHHUTENIBHO K CTPYKTYPHO-
(YHKIIMOHALHBIM ~ XapaKTEPUCTHKaM HH()OPMAITMOHHON CHUCTEMBI, WH(MOPMAIIMOHHBIM TEXHOJIOTHSIM,
0COOEHHOCTAM (DYHKITMOHUPOBAaHUS WH()OPMAIMOHHOW CHUCTEMBI (B TOM YHCIEC IIPETyCMaTpPHUBAIOIIYIO
HCKITIOUeHNEe u3 0a30Boro Habopa Mep 3amuThl WH(DOpPMAIMM MeEp, HEIOCPEICTBEHHO CBSI3aHHBIX C
WH(POPMAITMOHHBIMUA TEXHOJOTHSAMH, HE HCIOIB3yEMbIMU B WH()OPMAIIMOHHOW CHCTEME, WM CTPYKTYPHO-
(YHKIIMOHATLHBIMHU XapaKTEPUCTUKAMU, HE CBOMCTBEHHBIMU HH()OPMAIIMOHHON CHCTEME);

YTOUYHEHHUE aanTHPOBAHHOTO 0a30BOro Habopa Mep 3amuThl HHGOPMAINH C YI€TOM HE BBIOPaHHBIX
paHee Mep 3amMThl MHGOPMAIUK, MPUBEICHHBIX B TpwiokeHnn N 2 K HactosmmM TpeOoBaHUAM, B
pesyipraTe 4ero ONPENeNsioTCs Mepbl 3alluThl  WHGpOpMaIMH, oOeclednuBaronme OJIOKUPOBAHUE
(mefiTpanM3annio) Bcex yrpo3 Oe3omacHOCTH MH(OPMAIMH, BKIIOYEHHBIX B MOJAENTHh Yrpo3 0Oe30macHOCTH
nH(popMaImm;

JONOJNHEHHE YTOYHEHHOTO aAalTHPOBAHHOTO 0a30BOro Habopa Mep 3aluThl MHGOPMALMU MEpaMy,
o0ecIieuMBAIOIIMMY  BBIIIONIHEHWE TpeOoBaHMH O 3ammre HH(OpPMAnMM, YCTAHOBICHHBIMH HHBIMH
HOPMAaTHBHBIMHM IPAaBOBBIMH AKTaMHM B OOJIACTH 3alIMTHl MH(POpMAlM{, B TOM YHCJIE€ B OOJACTH 3aIUTHI
MIEPCOHAIBHBIX TaHHBIX.

Hdns  BeIOOpa Mep 3ammThl MHQOpMAIMK JUISI COOTBETCTBYIOLIEIO Kjacca 3allUILEHHOCTH
WH(POPMALIIOHHON CHUCTEMBI IPUMEHSIOTCSI METOIMYECKHE JOKYMEHTHI, pa3paOboTaHHbIE M yTBEPKICHHbBIE
@®CTIK Poccun B coorBerctBuu ¢ noamyHkrom 4 myHkra 8 Ilomoxenuss o DenepanbHON ciayxbe 1o
TEXHUYECKOMY U DKCIIOPTHOMY KOHTPOITIO, YTBEpKIeHHOro YkazoM [Ipesnaenra Poccuiickoit denepanuu ot
16 aBrycra 2004 r. N 1085.

22. B uH(pOpMAIMOHHON CHCTEME COOTBETCTBYIOIIETO Kilacca 3allMIICHHOCTH B paMKaX €€ CHCTEMBbI
3aIUTh HH(OPMAIMU TOJDKHBI OBITH PEATM30BaHbl MEPHI 3aIUTHI HH(OPMAILIUH, BHIOPaHHBIE B COOTBETCTBUH
¢ nynkroMm 21 Hactosmmx TpeOoBaHuit M oOecreuuBaronIe OJOKHpPOBaHME (HEHTPAIHM3aIMI0) BCEX Yrpo3
Oe3omacHOCTH MH()OPMALIUH.

[Ipu »TOM B MH(POPMAITMOHHOHN CUCTEME JOIKEH ObITh, KAK MHHUMYM, PEaM30BaH aAalTHPOBaHHBINA
0a30BbIii HAOOp Mep 3aumMTHl WHPOPMAIMH, COOTBETCTBYIOILMI YCTaHOBJICHHOMY KJacCy 3alUIEHHOCTH
WH(POPMAILTIOHHOH CUCTEMBI.
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22.1. B cnyyae ecau Mephl 3allUThl  HH(OpPMAIMH, pPEaTU30BaHHBIC B HWH(GOPMAIHOHHO-
TEIEKOMMYHHUKAITMOHHON HHAPACTPYKTYpE IEHTpa 00pabOTKH JaHHBIX, 00ECIIEUYMBAIOT OIIOKUPOBAHUE YTPO3
0e3omacHOCTH HH(OPMAITHH, AKTYATLHBIX T (GYHKIIHOHUPYIOIEH Ha ero 6a3e HHGOPMAIIMOHHOW CHCTEMEI,
MPHUHATHE JOMONTHUTENBHBIX Mep 3aIIUTHl HHPOPMAIUK B JaHHON WH(GOPMAIIMOHHON CHCTEME He TpeOyeTcsl.
ITpu 5TOM TOMTHOMOYHS B YAaCTH 3aIUTHI HHPOPMAIMK TOMKHBI OBITh PACTIPEICICHB MEKIY OMepaTOpOM
HHGOPMAITHOHHON CHCTEMBI M OIMEPATOPOM HH(POPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHONW WH(PPACTPYKTYpHI
HeHTpa 00pabOTKU JaHHBIX.

(m. 22.1 BBenen [Ipuxazom @CTIK Poccuu or 28.05.2019 N 106)

23. [lpy HEBOBMOXKHOCTH pealin3alii B UHPOPMAIMOHHONW CUCTEME B paMKaX €€ CHCTEMBI 3allUThI
nH(OPMAINH OTJEIbHBIX BEIOPAaHHBIX MEp 3alMThl HHPOPMAIIMK Ha 3Talax aJanTainui 6a30Boro Habopa mMep
3alUTHl MHPOPMAIMH WM YTOUHEHHUS aIallTUPOBAHHOTO 0a30BOro Habopa Mep 3alIUThl HHPOPMALUH MOTYT
pa3pabareiBaThcsl MHBIE (KOMIICHCHPYIOIIME) MEPBl 3alluThl HH()OpMAaLnK, oOecreunBalonie aJeKBaTHOE
OnoKUpOBaHKE (HEHTPAIN3alKI0) YIpo3 0e30MacHOCTH UH(OPMAITUH.

B atom ciryuae B xo71e pa3paboTKH CHCTEMBI 32T HHPOPMAITUH HHOOPMAITUOHHON CHCTEMBI JOJKHO
OBITH TPOBENEHO OOOCHOBAaHUE TPHUMEHEHUs KOMIICHCHPYIOIIMX Mep 3aluThl WHPOpPMAIHMH, a MpH
ATTCCTAIMOHHBIX HMCIIBITAHUAX OCHCHA NOCTATOYHOCTL U aICKBATHOCTH JJAHHBIX KOMIICHCUPYIOIIUX MCP IJIsd
OnokupoBaHus (HEUTpaJIM3aliK) yIpo3 0e3011acHOCTH HH(GOPMAIIHH.

24. Mephl 321U Thl HHQOpPMAaIIUK BRIOUPAIOTCS M pEasIM3yIOTCsl B MHPOPMAIIMOHHON CHCTEME B paMKax
€€ CHUCTEeMBbI 3aIlUThl HHPOPMAIMK C YYETOM Yrpo3 0e30macHOCTH MH(OpMAalu MPUMEHUTENHHO KO BCEM
o0BbeKTaM U cyObeKTaM JIOCTYIIa Ha anmmapaTHOM, CHCTEMHOM, IPUKIIATHOM U CETEBOM YPOBHSX, B TOM YHCIIE
B CpeZie BUPTYaJIM3aliy U O0JaYHBIX BRIYUCIICHUH.

25. OpraHu3alMOHHBIE MEPBI U CPENICTBA 3alUThl HHPOPMAINH, TIPUMEHsIEMbIe B HH()OpMaIMOHHON
CHCTEME, JOKHBI 00eCIIeunBaTh:

B uWH(OPMAIMOHHBIX CHCTeMax | Kiacca 3aIWIIeHHOCTH - 3aluTy OT YIrpo3 0e30MMacHOCTH
WH(POPMAITIH, CBI3aHHBIX C JICHCTBUSMH HAPYIIUTENCH ¢ BEICOKMM MOTCHIHAIOM;

B WH(OPMAIMOHHBIX CHCTEMax 2 Kiacca 3aliIIeHHOCTH - 3aluTy OT YIrpo3 O0€30MMacHOCTH
WH(OPMAITNH, CBI3aHHBIX C JICHCTBUSAME HAPYIIUTENEH C MOTEHI[UAIIOM HE HIDKE YCUIIEHHOTO 6a30BOr0;

B WH(OPMAIMOHHBIX CHCTEMax 3 KJacca 3allWIIeHHOCTH - 3aluTy OT YIrpo3 O€30MMacHOCTH
WH(OPMAITNH, CBI3aHHBIX C JICHCTBUSIMH HAPYIIUTENEH C MOTEHIIMAIOM He HIbKE 6a30BOro.

IloreHuman HapymuTenel oOmpenessercss B XOA€ OLEHKH HX BO3MOXHOCTEHW, MPOBOAWMOHN IpHU
OIpeneNeHny yrpo3 6e30macHOCTH HHPOPMAIIUK B COOTBETCTBHH ¢ MMyHKTOM 14.3 Hactosmux TpeGoBaHwMid.

OmepatopoM MOXET OBITh TPHUHATO pENICHHE O TPUMEHEHHH B HWH(POPMAITMOHHON CHCTEME
COOTBETCTBYIONIEr0 Kacca 3alUIeHHOCTH Mep 3alUThl HH(OPMAITUK, 00ECIIeUNBAIONINX 3aIIUTY OT yrpo3
Oe3omacHOCTH MHGOPMAIIUH, PEATH3YEMBIX HAPYIIUTENSIMHU ¢ O0JIee BHICOKUM TTOTCHITHAIIOM.

(m. 25 B pen. [Ipuxaza ®CTIK Poccun or 15.02.2017 N 27)

26. TexHuueckwe Mepbl 3aIIUTHl HHGOPMALMH PEATH3YIOTCS IOCPEACTBOM INPHMEHEHHUS CpPEeICTB
3aMUTHl MHPOPMAIMH, B TOM YHMCIIE MPOrpaMMHBIX (IIPOrpaMMHO-ANMapaTHBIX) CPEICTB, B KOTOPBIX OHH
peann30BaHbl, UMEIINX HeoOxoauMele GpyHKIHN Oe3omacHocTh. [Ipn aToM:

B HH(i)OpMaLII/IOHHLIX cucremax 1 kimacca 3alMUIICHHOCTHU MPUMCHAIOTCA CPECACTBA 3alIIUThI I/IH(l)OpMaI_II/II/I
HE HIKe 4 KJIacCa, a TaKKe CpCACTBA BBIYMCINTEIbHON TEXHUKHU HE HIKE 5 KJiacca,

B HH(i)OpMaLII/IOHHLIX cucTeMax 2 Kiiacca 3alMUIICHHOCTHU ITPUMCHSAOTCA CPCACTBA 3aIUThI I/IH(I)OpMaI_II/II/I
HE HIDKE 5 KJIaCcCa, a TaKKe CpCACTBa BBIYMCIUTEIbHON TEXHUKU HE HIDKE 5 KJacca,

B HH(i)OpMaLII/IOHHLIX cucTeMax 3 Kiracca 3alMUIICHHOCTHU ITPUMCHSAOTCA CPCACTBA 3alIUThI I/IH(I)OpMaI_II/II/I
6 KJIaCcCa, a TaAKXKC CPCACTBA BBIYMCIMTEILHON TEXHUKH HE HIDKE 5 Kjlacca.

B I/IH(i)OpMaI_H/IOHHLIX cuctemax 1 Kiacca 3alMUIICHHOCTHU MPUMCHAIOTCA CCpTI/I(l)I/IL[I/IpOBaHHLIG
CpeacTBa 3allUThI I/IH(I)OpMa]_II/II/I, COOTBCTCTBYIOIIUC 4 wumm Oonee BBICOKOMY YPOBHIO JOBCpUS. B
I/IH(l)OpMaI_II/IOHHLIX cucreMax 2 Kiacca 3alMUIIICHHOCTH TIPUMCHSAIOTCA CGpTI/I(I)I/II_[I/IpOBaHHBIC CpeacTBa
3alllUTHI I/IH(l)OpMaI_II/II/I, COOTBCTCTBYIOIIINEC 5 unu Ooree BbBICOKOMY YPOBHIO HOBCpUS. B I/IH(I)OpMaI_II/IOHHLIX
cucTeMax 3 Kiacca 3alMUIICHHOCTHU MPHUMCHSIOTCH CepTI/I(bI/ILII/IPOBaHHLIC CpCaACTBa 3allIUThI I/IH(l)OpMaI_[I/II/I,
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COOTBETCTBYIOLIHE 6 WK OoJiee BELICOKOMY YPOBHIO JOBEPHSL.
(8 pen. Ilpukaza ®CTIK Poccun ot 28.05.2019 N 106)

Kraccel 3amuThl 1 ypOBHM JOBEpHS ONPENENAIOTCS B COOTBETCTBHM C HOPMAaTHBHBIMHU IIPaBOBBIMHU
aktamu OCTOK Poccun, m3gaHHBIMH B COOTBETCTBUHM ¢ mnoAamyHkTtoM 13.1 mynkra 8 Ilomoxkenus o
DenepanbHON CIyX0€ M0 TEXHUYECKOMY M IKCIIOPTHOMY KOHTPOIIO, YTBEpXKAeHHOro Ykazom [Ipesumenra
Poccuiickoit @enepannu ot 16 aBrycra 2004 r. N 1085.

(8 pen. Ilpukaza ®CTIK Poccun ot 28.05.2019 N 106)

B nH(OpMaMOHHBIX cUCTEMax MPUMEHSIFOTCSl CPEACTBA 3aIUTH HHPOPMAIUH, CEpTUHUITUPOBAHHBIE
HA COOTBETCTBHE 00s3aTeNbHBIM TpeOOBaHMIM MO Oe3zomacHoCTH WHpopManuu, ycraHosieHHIM DCTIK
Poccumn, mnm Ha cooTBercTBME TPEOOBAaHUSAM, YyKa3aHHBIM B TEXHHYECKMX YCIOBUSX (3aJaHUSX II0
0e3onacHoct). [Ipu 3TOM (QyHKIIMU OE30MACHOCTU TAKUX CPEIACTB JODKHBI OOCCIICUMBATH BBITOJHCHHE
Hactosmux TpeboBaHUi.
(. 26 B pen. IIpuxaza ®CTIK Poccun or 15.02.2017 N 27)

26.1. Ilpu pOeKTUPOBAHUH BHOBb CO3/1aBa€MbIX HJIM MOJICPHU3UPYEMBIX MH(POPMAIIMOHHBIX CHUCTEM,
HMEIOIIUX JIOCTYNI K HMH(OPMAIMOHHO-TEICKOMMYHUKAIMOHHON ceTu "MHTepHeT", MOKHBI BBHIOMPAThCS
MapIIpyTH3aToOphl <2>, cepTU(UIMPOBAHHBIC HA COOTBETCTBUE TPEOOBAHUAM 10 0€30I1aCHOCTH MH(OPMAITUU

(B yacTu peaJin30BaHHBIX B HUX (PYHKINH O€30MACHOCTH).
(m. 26.1 BBenen Ipuxazom ®CTIK Poccun ot 28.05.2019 N 106)

<2> [lynkr 4 rnaesl 1 Knaccudukanuu cpencts mporpaMMHOTO, TEXHHUECKOTo obecriedeHus], paboT u
yeyr (mpuioxenne N 2 kK MeToAMYIecKUM YKa3aHHSM 110 OCYIIIECTBICHHUIO ydeTa HHPOPMAITHOHHBIX CHCTEM
W KOMIIOHEHTOB HH(OpPMAIIMOHHO-TEIIEKOMMYHUKAIIMOHHOW WH(PACTPYKTYPhI, YTBEPKICHHBIM IPUKA30M
Munxkomcszu Poccun ot 31 mas 2013 . N 127).

(caocka BBenena Ilpukazom @CTIK Poccuu ot 28.05.2019 N 106)

27. B cimydae oOpaboTku B MH(OPMAITMOHHON CHUCTeMe WH(OpPMAITUH, COoaepKaliell ImepcoHalbHEBIE
JAHHBIC, peaju3yeMbleé B COOTBETCTBHU ¢ MyHKTamu 21 m 22 Hactosmmx TpeOoBaHUIT MepHl 3aIlUTHI
nHpOpMAITIH:

U THGOPMAITMOHHON CHCTeMBl | Kilacca 3amuIneHHoCcTH obecrmeunBaroT 1, 2, 3 U 4 ypoBHHU
3alUINEHHOCTH MEPCOHANBHBIX JTaHHBIX <1>;

<1> VYcraHaBimBaeTcsi B COOTBETCTBUHU ¢ TpeOOBaHUSMH K 3alllUTE MEPCOHAIBHBIX JAHHBIX MPU UX
00paboTke B WH(MOPMAIIMOHHBIX CHUCTEMaX IMEPCOHATBHBIX JAHHBIX, YTBEPXKJICHHBIMH TOCTAHOBICHHEM
[IpaBurenscTBa Poccuiickoit @enepamuu ot 1 HostOps 2012 . N 1119.

Uis WH()OPMAIMOHHOW CHCTEMBI 2 Kiacca 3alluiieHHocTH obecneumBaioT 2, 3 W 4 ypoBHH
3alUIIEHHOCTH NEPCOHANBHBIX AaHHBIX <*>;

Ut THPOPMAIIMOHHOMN CHCTEMBI 3 KiTacca 3alllMIIEHHOCTH 00€CIeUnBaloT 3 U 4 YPOBHHU 3alUIIIEHHOCTH
MIEPCOHANBHBIX JaHHBIX <*>;

ao03ary uckimoueH. - [Ipukaz ®CTIK Poccun or 15.02.2017 N 27.

28. Ilpu ucnonp3oBaHWM B WHGOPMAIMOHHBIX CHCTEMaX HOBBIX HH()OPMAIMOHHBIX TEXHOJIOTHHA M
BBISIBJICHUH JIOTIOJHHUTEIHHBIX yrpo3 Oe30macHOCTH WH(OPMAIUH, JJIsi KOTOPBIX HE OIpENeTIeHBl MEephl
3amuThl HHGOPMAIIMHY, AOJKHBI Pa3padaThIBaTHCS KOMIIEHCUPYIOIIHE MEPhl B COOTBETCTBHH C IYHKTOM 23
HacTosmux TpedoBaHUH.

ITpunoxenne N 1

K TpeGoBanusIM 0 3amuTe WHGOPMALIH,

HE COCTaBIISIIOIIEN TrOCYJapCTBEHHYIO TalHYy,
cofiepKalleiicss B rocyAapCTBEHHBIX
WH(POPMAIIMOHHBIX CHCTEMAX

OIIPEJIEJIEHUE KJIACCA 3AIUIIEHHOCTUA UH®OPMAIIMOHHON CUCTEMBI
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Crmcok HU3MCHAIOMINX JOKYMCHTOB
(8 pen. Ilpukaza ®CTIK Poccun ot 15.02.2017 N 27)

1. Kiacc 3ammmenHocti nH(GOpMaoHHO# cuctemsl (mepBsiii kinace (K1), Bropoii kinace (K2), Tpernit
knacc (K3)) onpenensercs B 3aBUCUMOCTH OT YpOBHs 3HaunMocTu nH(opmaryu (Y3), o0padaTeiBagMoli B
3TOi MHPOPMAIIMOHHOW cHCTeMe, U MaciuTaba HHPOPMAIIMOHHOM cucTeMbl (peaepanbHbIi, pernoHaIbHbIH,
00BEKTOBBIN ).

(8 pen. Ilpukaza ®CTIK Poccun ot 15.02.2017 N 27)

Kiacc 3amumennoctu (K) = [ypoBeHb 3HaYMMOCTH MH(OPMAIIUU; MacIITad CUCTEMBI].

2. YpoBeHb 3HAYMMOCTH MH(OpPMAIIUU OIpeessieTcs] CTENEeHbI0 BO3MOXKHOIO yiepOa aist obnanatens
nHpopMaIH (3aKa34rKa) 1 (WIK) oreparopa OT HapylleHHs KOH(PHICHITUAILHOCTH (HEpaBOMEPHBIE TOCTYII,
KOIIMPOBaHNUE, MPEJOCTABIEHHE UM PACIIPOCTPAHEHHUE), IIETOCTHOCTH (HEPaBOMEpPHbIE YHUUYTOKEHUE HITH
MOAU(UITMPOBAHUE) WU IOCTYITHOCTH (HEelpaBoOMepHOe OJIOKHPOBaHKE) WH(POPMAITUH.

VY3 = [(xoH(UICHIIMATBHOCTh, CTENEHb Yyinep0Oa) (IIeT0CTHOCTh, CTENeHb yiuepda) (IOCTYIMHOCTS,
CTeIeHb yiepoa)],

IJe CTeleHb BO3MOXKHOIO yiiepba ompexensiercss odnanareneM HWHOOpMANUU (3aKa34MKOM) U (HIIH)
onepaTropoM CaMOCTOATEIIbHO SKCIIEPTHBIM WJIM MHBIMU METOAaMU U MOXKET OLITh:

BBICOKOM, €CJIM B pe3yJabTarTe HapyIICHUS OJHOTO M3 CBOMCTB 0€30MaCHOCTH HH(pOPMAIIUU
(xoH(MUIEHTTNATEHOCTH, [IETTOCTHOCTH, JOCTYITHOCTH) BO3MOXHBI CYIIIECTBECHHBIC HETATUBHEIE ITOCIIC/ICTBUS B
COLIMAJIbHOM, MOJMTHYECKON, MEKIyHAPOIAHOM, ASKOHOMHYECKOH, (HUHAHCOBOW WJIM MHBIX O00OIacTAX
nesTeabHoCTH U (Win) uHpopMalMoHHas cucteMa u (viin) onepaTtop (obmagarens MH(OPMAIMK) HE MOT'YT
BBITIONTHSTH BO3JIOKEHHBIE HA HUX (PYHKIUY;

CpemHel, ecau B pe3ylnbraTe HapyUICHHS OJHOrO W3 CBOWCTB 0€30MacHOCTH HMH(GOPMAIH
(KoH(pUAECHIINATBHOCTH, LEIOCTHOCTH, AOCTYIMHOCTH) BOMOXKHBI YMEPEHHBIE HETaTHBHBIC IOCIENCTBUSA B
COLIMAJIGHOM, TIONIMTHYECKOW, MEXKAYHAPOAHOH, JKOHOMHUYECKOH, (HMHAHCOBOW WM WHBIX O00NACTAX
nesTeabHoCTH U (Win) uHpopMaliMoHHas cucteMa u (vin) onepaTtop (obmanarens MH(OPMAIMK) HE MOT'YT
BBITIONHSTH XOTS ObI OHY U3 BO3JIOKEHHBIX HA HUX (QYHKITHI;

HU3KOM, €CIM B pe3ylbTaTe HapylIeHWs OIHOIO0 W3 CBOWCTB 0Oe30macHOCTH HH(OpMAIIUU
(KoH(pUASHITNATHFHOCTH, IIEIIOCTHOCTH, JOCTYITHOCTH ) BO3MO)KHBI HE3HAYUTENbHBIE HEraTUBHBIE TOCIIEACTBI
B COLMAJBHOM, TMOJUTHYECKOH, MEXKIYHAPOTHOH, SKOHOMHUYECKOW, (PMHAHCOBOW WM WHBIX OOIAcTAX
nesTedbHOCTH W (W) wH(pOopMaIrmoHHas cuctemMa u (W) omepartop (oOmamatens WH(pOpMAIHM) MOTYT
BBITIONTHSTH BO3JIOXKEHHBIE Ha HUX (DYHKIIMH C HETOCTATOUYHON 3()(PEKTHUBHOCTHIO WM BBHITTOTHEHNE (DyHKITHIA
BO3MO)KHO TOJIBKO C TIPUBIICYEHHEM JOMOTHUTEIHHBIX CUT H CPEACTB.

Nudopmanus umeer BrICOKUH ypoBeHb 3HaunMoctd (Y3 1), ecnu xoTs OBI JJIsi OMHOTO W3 CBOWMCTB
6e3onacHocTH wWHGMOpMAINK (KOH(PHUISHINATFHOCTH, IEMOCTHOCTH, JOCTYITHOCTH) OIpEelieHa BBICOKAs
cTereHb ymepba. Madopmanus nmeer cpeqauii ypoBeHb 3HaUNMOCTH (Y3 2), ecinu X0Ts Obl Ui OJHOTO U3
CBOWCTB Oe3omacHOCTH WHGopManuy (KOHPUIESHIINATFHOCTH, IEIOCTHOCTH, ITOCTYITHOCTH) OIIpefesieHa
CpenHsis CTeneHb yiiepOa U HeT HU OIHOT'O CBOMCTBA, AJIsl KOTOPOro ONpeeseHa BBICOKas CTelleHb yiiepoa.
Wndopmanuss umeer HU3KUH ypoBeHb 3HauumoctH (Y3 3), eciam anst Bcex CBOHMCTB 0Oe30MacHOCTH
nHpopMay (KOH(GHUIEHINATBHOCTH, [IETOCTHOCTH, JOCTYIIHOCTH) ONpeIeNleHbl HU3KKE CTEIEHH yIepoa.

A63ar nckmtoueH. - [lpuka3z ®CTIK Poccun ot 15.02.2017 N 27.

[Ipu o6paborke B nH(pOpMAITMOHHOW CHUCTEME IBYX M Oonee BUIOB MH(pOpManuu (cayxeOHas TaifHa,
HAJIOrOBas TaifHa M MHBIE YCTaHOBJIEHHbIE 3aKOHOAATEIbCTBOM Poccuiickoit denepary Buabl HHPOpMALUH
OrpaHMYEHHOTO JJOCTYIa) YPOBEHb 3HAYMMOCTH HH(popMaruu (Y 3) onpeaensarcs OTAeNbHO IS KasKA0ro BUIA
uHpopMauy. UTOroBelii ypoBeHb 3HAUMMOCTH HHGOpManuu, oOpabaTbiBaeMOM B HH(OpMaLMOHHON
CHCTEMe, YCTaHaBIMBAETCSA M0 HAMBBICIINM 3HAUCHUSIM CTEIIEHH BO3MOXKHOTO yiiepOa, onpeneneHHbIM s
KOH(UACHIMATIBLHOCTH, LIETOCTHOCTH, AOCTYITHOCTH MH(OPMALIMHU KaXA0r0 BUAa HH(pOopMaLuy.

3. Undopmanmonnas cucremMa umeeT QeaepadbHbId MacmiTad, ecid OHa (YHKIMOHHPYET Ha
tepputopun Poccuiickolt @enepaunu (B mpenenax (eaepadbHOro OKpyra) M HMEET CETMEHTHI B CyObeKTax
Poccuiickoii denepannu, MyHUITUIIATBHBIX 00Pa30BaHUSX U (MJIH) OpraHU3aLUsX.
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WNndopmanmonnas cucteMa UMeeT perHOHAIbHBIN MacIuTad, eciy oHa (YHKIIMOHUPYET Ha TEPPUTOPUHU
cyobekra Poccuiickoit ®enepanyu ¥ UMEET CErMEHTHl B OJHOM MWJIM HECKONBKHX MYHUIUNAIBHBIX
00pa3oBaHUsIX U (MJIM) OABEAOMCTBEHHBIX M HHBIX OPraHU3ALUSX.

Wndopmanmonnas cucrema uMeeT OObEKTOBBIH MacmTad, eciad OHa (YHKIMOHHUPYET Ha OOBEKTax
omHOro (QenepalbHOrO OpraHa TOCYJapCTBEHHOH BJAacTH, OpraHa TOCYAapCTBEHHOH BJacTH CyObekTa
Poccuiickoii ®enepanuy, MyHUIUNIAIEHOTO 00pa3oBaHus U (MJIM) OpraHM3allid M He UMEET CETMEHTOB B
TEPPUTOPHATILHBIX OpTaHax, MPEACTaBUTENbCTBAX, PUIHAaax, MOABEAOMCTBEHHBIX  WHBIX OPTaHU3AIUSIX.

4. Kitacc 3aIuiieHHoCTH HH()OPMAIIMOHHOM CUCTEMBI ONPEACISETCS] B COOTBETCTBUY C TAOJMIICH:

YpoBeHb 3HaUNMOCTH Macmrad nH()OPMaMOHHON CHCTEMBI
nHpOopMaIH
®denepanbHbIN PernonanbpHbIi OOBEKTOBBIN
V31 K1 K1 K1
vy32 K1 K2 K2
y33 K2 K3 K3

(tabmuma B pen. [Ipukaza ®CTIK Poccun or 15.02.2017 N 27)

[Tpunoxenne N 2

K TpeboBanusM o 3ammTe HHGOPMALINH,

HE COCTaBIISIONIEH TOCYJapCTBEHHYIO TaliHYy,
COIEPIKALLEHCS B TOCYAAPCTBEHHBIX
WH(POPMAIIMOHHBIX CHCTEMAX

COCTAB
MEP 3AIUTBI TH®OPMAIIUU U UX BA3OBBIE HABOPbI
JJISA COOTBETCTBYIOLIEI'O KJTACCA 3AIIMINEHHOCTH
UH®OPMAIIMOHHON CUCTEMBI

CIMCcOK U3MEHSIOIINX JOKYMEHTOB
(8 pen. Ilpukaza ®CTOK Poccum ot 15.02.2017 N 27)

YciaoBHO Mepb! 3amuTH HHGOPMAITHH B HHGOPMAITHOHHBIX CHCTEMaX Kinaccet
e 3aIUIIEHHOCTH
o0o3Have WH()OPMAITIOHHO
HHE U i cucTembl
HOMED
MepbI 3 2 1
1. Unertudukanms n ayreHTHPUKAIHS CyObeKTOB HocTyna i 00bekToB noctyna (MAD)

NAD.1 Unentnduxanms w ayreHTHUKANMs MOIB30BATENEH, SBISIONMXCS | + + +
paboTHHKaMH orepaTopa

NAD.2 Unentnduxanms u ayreHTHQUKAnmWs yCTPOHCTB, B TOM YHCIE + +
CTallMOHAPHBIX, MOOMIIBHBIX U IIOPTaTUBHBIX

NA®.3 VYnpasneHue uaeHTH()UKATOpaMH, B TOM YHUCJIE CO3JaHME, IPUCBOCHUE, | + + +
YHUYTOXXEHHE NACHTH(PHKATOPOB

NAD .4 VYopaBneHue cpeacTBaMH ayTeHTU(HUKALWK, B TOM YHUCIE XpaHEHHe,| -+ + +
Bbllaua, WHHULIMANIM3AIUs, OJOKMPOBAHHWE CPEACTB ayTeHTH(PHKALUH U
NpUHATHE Mep B clydyae yTparbl M (WJIM) KOMIIPOMETAllUM CpEICTB
ayTeHTH(UKALIH

NAD.5 3amura 0OpaTHOHN CBS3M NPH BBOAE ayTeHTU(UKAIIMOHHON NH(popManuu |  + + +
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NAD.6

Unentudukanus u ayreHTUQUKALMS MONb30BaTENeH, HE SIBISIOMUXCS | +
paboTHHKaMu oreparopa (BHEIIHHUX ITOJIb30BaTeNeH )

NA®.7

Unentuduranus u ayTeHTHQHUKALUS OObEKTOB (hailjIOBOH CHUCTEMBI,
3allyCKaeMbIX M HCHONHSAEMBIX MOmyled, oObEKTOB CHUCTEM YIpPaBICHHS
0a3aMu JaHHBIX, OOBEKTOB, CO3/ABAEMBIX MPUKIATHBIM M CIIEHHATBHBIM
MPOrpaMMHBIM OOeCriedYeHUEM, HHBIX O0OBEKTOB TOCTYTIa

I1. YrpasneHnue 10cTynoM cyObeKToB A0ocTyma K oobekTam goctymna (YII1)

VI

VYpaenenue (3aBeAcHUE, aKTUBAIWs, OJOKUPOBAHHE M YHUYTOXKEHHUE) | +
YYCTHBIMU 3alIUCAMU HOJ'II)3OB3T€J'ICI\/'I, B TOM YHCJI€ BHEIIHHUX ITOIb30BaTEICH

VL2

Peanuzaius HEOOXOIMMBIX METOIOB (IMCKPEIIMOHHBIA, MaHIATHBIN, | +
pOTEBOIT MM MHON METOJ), TUIIOB (UTEHUE, 3alKCh, BHITIOTHEHUE WIJIH WHOM
THIT) ¥ TIPABII Pa3rpaHUUICHHS] TOCTYIa

VIJL3

VYopasnenue (QuiabTpanus, MapuipyTU3alus, KOHTPOIb COEIWHEHUH,| -+
OJHOHANpaBjeHHasd Tiepefada W HMHBIE  CIIOCOOBI  yIIpaBJICHUS)
WHQOOPMAIIMOHHBIMA ~ TIOTOKAMH  MEXJYy YCTPOMCTBaMH, CErMEHTaMH
WHPOPMAIIMOHHOM CHUCTEMBI, a TaKkKe MEXKIy HWH(POPMAIMOHHBIMU
cUCTeMaMu

VL4

Pa3znenenue nmomHOMOuMil (poeii) monb30BaTeNe, aAMHHUCTPATOPOB M| +
JIu11, o0ecrednBaroux (yHKIMOHUPOBAaHUE HHPOPMAIIMOHHON CHCTEMbI

VLS

Ha3znagenne MWHHUManbHO HEOOXOOWMBIX TIPaB M TPUBHJIETHH | +
MONB30BATENSAM,  aJMUHHCTparopaM W  JHIaM, OO0eCIeYHBAIOIINM
(yHKIMOHMPOBaHNE HH(POPMALIIOHHON CHCTEMBI

VIIJL6

OrpaHnveHre HEYCIHEIHBIX IONBITOK BXxoJAa B HH(opMmamuoHHyO | +
cucremy (mocryna kK HHQOPMAIIMOHHON CHCTEME)

VIIJL.7

[penynpexaeHue moNb30BaTENsl MPU €ro BXolIe B WHPOPMAIMOHHYIO
CHCTEMY O TOM, YTO B HMH(OPMAIMOHHOH CHCTEME pealli30BaHbl MeEphl
3amMTEl  MHQOpMAamuM, W O HEOOXOAWMMOCTH  COONIONCHUS WM
YCTaHOBJIEHHBIX OIIEPaTOPOM MpaBmi 00paboTku HHPOpMAIII

VIIJL8

OmnoBereHne I1OJIB30BATEIS I1OCJIE YCIIEITHOTO BXOza B
WH()OPMAIIOHHYIO CHCTEMY O €0 MPEIBITyIeM BX0e B MHPOPMAIIMOHHYIO
cUCTeEMy

VIIJL.9

OrpanndeHne dYuClia TapajUIeTbHBIX CEAHCOB JOCTYMA JUIA KaxXIOH
YYETHOMW 3aIHCH MONTE30BaTeNs HHPOPMAIIMOHHOW CHCTEMBI

VIIJI.10

brokupoBanne ceaHca noctyna B WH()OPMAIMOHHYIO CHUCTEMy Tocie| +
YCTaHOBJICHHOTO BpeMeHHU 0e31eiiCTBIS (HEaKTUBHOCTH) TIONh30BATENS MITH
TI0 €rO0 3ampocy

VIIA.11

Paszpemienne (3amper) peiicTBUi TONB30BaTeNel, paspemieHHBIX 10| +
UIeHTH(HUKAINN U ayTeHTH()UKAIAN

VIIA.12

IMommepkka w©  coxpaHeHHe arTpuOyTOB  O€30MacHOCTH  (METOK
0e30macHOCTH), CBA3aHHBIX ¢ MH(pOpMaNueld B TpoIecce ee XpaHSHHS U
00paboTKn

VIIJ.13

Peam/lsaunﬂ 3alUIICHHOr0 yJaJCHHOIo AO0CTYIIa CY6’BCKTOB AO0CTyIIa K +
00BeKTaM AOCTYyIIa qcpe3 BHCIIHHUEC I/IH(i)OpMaL[I/IOHHO-
TCIICKOMMYHUKAIITMOHHBIC CCTHU

VIIJ.14

PCFJ'IaMeHTaLII/IH U KOHTPOJIb HUCIOJIb30BaHUA B I/IH(bopMaLII/IOHHOﬁ +
CHCTEME TEXHOJIOTUH 6€CHpOBO,I[HOFO A0CTYyIIa




VIII.15

Pel"J’IaMCHTaHI/IH U KOHTPOJb HUCIOJIb30BaHHUA B I/IH(bOpMaHI/IOHHOI\/'I
CHCTEME MOOMIIBHBIX TEXHUYECKHUX CpeacTB

VIIJ.16

VYopaBneHue B3aMMOACHCTBHEM C HH(MOPMAMOHHBIMH CHCTEMaMH
CTOPOHHUX OpraHu3auuil (BHEIIHHE HHPOPMAIIHOHHBIE CHCTEMBI)

VIII.17

ObecnieueHne JOBEPEHHO 3arpy3KH CPEICTB BHIYMCIUTENBHOW TEXHUKN

1. Orpannyenue nmporpammuoit cpenst (OI1C)

OIIC.1

VYipapieHue 3armyckoM (0OpalleHHsIMH) KOMIIOHEHTOB IMPOrPaMMHOIO
oOecricyeHHs, B TOM 4YHCJIE ONpPEACICHUE 3alyCKaeMbIX KOMIIOHEHTOB,
HACTpOWKa IMapaMerpoB 3allyCKa KOMIIOHEHTOB, KOHTPOIb 3a 3allyCKOM
KOMITOHEHTOB ITPOrPaMMHOI0 00ECIICUECHU ST

OIIC.2

VYipapnenue ycTaHOBKOW (MHCTAJLISIMEN) KOMIIOHEHTOB IIPOrPaMMHOTO
oOeclieueHHs, B TOM 4YHCIIE ONpeleliecHHe KOMIIOHEHTOB, MOJICKAIINX
YCTaHOBKE, HACTPOIKa apaMeTpOB YCTAHOBKH KOMIIOHEHTOB, KOHTPOJIb 32
YCTaHOBKOM KOMIIOHEHTOB IIPOrpaMMHOI0 00ecIieueHus

OIIC.3

VYeraHoBKa (MHCTAJUIALMS) TOJNBKO PAa3pelICHHOI0 K MCIIONIb30BAHUIO
MpOrpaMMHOro obecriedeHus i (MITH) ero KOMITOHEHTOB

OIIC.4

VYrpasieHre BpeMEHHbIME (aiiyiaMu, B TOM YHCIIE 3allpeT, pa3pelicHue,
TepeHanpasieHre 3alicH, yIaJeHne BpeMEeHHbIX (haiiioB

IV. 3amura MammaHEbIX HOcHuTeneit nadopmarun (3HN)

3HH.1

VYd4er MalIMHHBIX HOCUTEICH HHPOpMAIIUH

3HN.2

VYrpasieHue JO0CTYIIOM K MAaIIMHHBIM HOCUTEISIM WH(POPMAIIH

3HI.3

KonTponp mepemenieHrsi MalIMHHBIX HOCHUTENEH WH(QOpPMAIUN 3a
MIpeebl KOHTPOIHPYEMON 30HBI

3HIN.4

Hckmovenre BOZMOKHOCTH HECAHKIIHOHUPOBAHHOTO O3HAKOMIICHUS C
cozmepkaHueM HWH(OpMAIHKU, XpaHSIIEHcs Ha MAIIMHHBIX HOCUTENSAX, W
(WH) UCIIONBb30BaHMS HOCUTENIEH MHGOPMAIIN B WHBIX HH(MOPMAITMOHHBIX
crcTeMax

3HN.5

KonTpons ucnonp3oBanus HHTEpQEiicoB BBoAa (BhIBOIA) WH(MOpMAIIHH
Ha MalIMHHBIC HOCUTENW HH(OpMaIuu

3HU.6

Kontponr BBoma (BeBOma) WHGOpPMANMKM HA MAIIWHHBIE HOCUTEIH
rHpopMaIn

3HN.7

KoHTponb nogkmroueHus: MalMHHBIX HOCUTeNeld nHpopMaun

3HN.8

YHuutoxeHue (CTupanre) HHGOpMAIMA Ha MAIIMHHBIX HOCHTEIAX TPHU
UX Tepeaye MEXIy I0Ib30BaTeIsIMH, B CTOPOHHHE OpPTraHU3alUH JUIs
PEMOHTA WJIM YTUIIN3AIINH, @ TAKKe KOHTPOJIb YHUYTOKEHHUS (CTHPAHUS)

V. Perucrparus codwsrtuii 6e3onacHocty (PCB)

PCB.1

Onpenenenrie cCOOBITHI 0E30MACHOCTH, TOAJEKAIINX PETUCTPALIUU, H
CPOKOB WX XpaHEHHS

PCB.2

Omnpenenenne coctaBa W colepkaHUs HHPOpPMAIMU O COOBITHIX
0€30MacHOCTH, MOAISKAIINX PETHCTPALUH

PCB.3

Coop, 3amuch U XpaHeHue WH(OPMAIUH O COOBITHSAX OE30IMacCHOCTH B
TEUEHNE YCTAaHOBJIEHHOTO BPEMEHU XPaHEHHUS

PCb.4

PearnpoBanue Ha cOOM IpU perucTpanny COOBITHI O€30MACHOCTH, B TOM




yrcie anmnaparHble W MpOorpaMMHBIC OMIMOKM, cOOM B MexaHH3Max cOopa
nH(OPMAINH U JOCTI>KEHHU € TIPEIEeNia WK TTEePEeroHeHust 00beMa (EMKOCTH )
namsITu

PCB.5

MoHuTopHHT (IIPOCMOTP, aHAU3) PE3YJIbTaTOB PErUCTPAIUU COOBITUH
0€30IaCHOCTH U pearnpoBaHUe HA HUX

PCb.6

[enepupoBanme BpeMEHHBIX METOK U (MJIM) CHHXPOHH3ALIUS CHCTEMHOTO
BpeMeHH B MH(POPMAIIMOHHON CHCTEME

PCB.7

3amuTa nHMOpPMAIHHK O COOBITUIX 0€30IaCHOCTH

PCB.8

ObecnieueHre BO3MOKHOCTH TMPOCMOTpa M aHain3a HHGOPMAaUH O
JICCTBUSIX OTIENIBHBIX MOIb30BaTeNel B MHG)OPMAIIMOHHON CHCTEME

VI. AntuBupycHas 3amuTta (AB3)

AB3.1

Peanu3anys aHTUBUPYCHOM 3aILATHI

AB3.2

OOHoByeHne 0a3bl JaHHBIX MPU3HAKOB BPEIOHOCHBIX KOMITBIOTEPHBIX
rporpaMm (BHpPYCOB)

VII. O6napyxenne Bropxenuii (COB)

COBL.1

O6HapyxeHne BTOPKCHHIMA

COB.2

OOHoBJIeHNE 0a3bl PEMIAIONINX TTPABHIT

VIII. KouTpons (ananu3) 3amuiieHHocty nadopmarnuu (AH3)

AH3.1

Broisnenne, aHanmm3 ysA3BUMOCTEH HWH()OPMAIIMOHHOW CHCTEMBI |
OIlepaTHBHOE YCTPAaHEHHE BHOBD BBISBICHHBIX YSI3BUMOCTEH

AH3.2

KoHTpons ycraHOBKM OOHOBJIECHHI MpPOrpaMMHOTO oOecrieueHHs,
BKITIOUasi OOHOBJIGHHUE MPOTPAMMHOTrO OOECIIeUEHHsI CPENCTB 3allUThI
nHpOpPMAITIH

AH3.3

KonTpone  paboToCIOCOOHOCTH,  HapaMeTpOB  HACTPOMKH |
MPaBUIBHOCTH (PYHKIIMOHUPOBAHHUS IPOTPAMMHOT0 00ECIICUCHHUS H CPEIICTB
3aIUTH HHPOPMAITIH

AH3.4

KoHTpoib cocTaBa TEXHHYECKHUX CPENCTB, MIPOrPaMMHOTO oOecredeHms
Y CPEJICTB 3aIUTHl HHPOPMAITUU

AH3.5

KonTponp mnpaBuin reHepauuu M CMEHBl MApoied IOJIb30BATENEH,
3aBEACHUS W YHAJCHUS YUETHBIX 3allMCed IOJNb30BaTENeH, pean3aluu
NpaBUi pasTPaHUYEHHUs] [OCTYIOM, TIIOJTHOMOYMI TIONb30BaTeneld B
“H(OpPMAITOHHON CHUCTEME

IX. Obecnieuenue 1eIOCTHOCTH MHPOPMALMOHHON CHCTEMBI U HH(OPMaLK

(OLT)

OLJI.1

KOHTpOJ'IB HEIIOCTHOCTU  MMPOrpaMMHOr0 O6QCH€‘{€HI/I${, BKJIrO4as
nporpaMMHOC obOecrieucHue CpCACTB 3alIUThL PIH(i)OpMaLII/II/I

OLJI.2

KonTtponps nemnoctTHocTH HHQOpPMAIUK, cofepKalieics B 0a3ax JaHHBIX
WH(}OPMAITMOHHON CUCTEMBI

OLJI.3

OOGecrieucHue BO3MOXXHOCTH BOCCTAaHOBJICHU A nporpaMMHOIo
06CCHC‘{CHI/I${, BKJIFO4as IMpOorpaMMHOC obecrieucHue CpCACTB 3allMUThI
I/IH(i)OpMaLII/II/I, IIpY BO3BHUKHOBCHUHN HCLITATHBIX CI/ITyaI_II/Iﬁ

OoLJI1.4

OOHapyXeHHe U pearupoBaHHE Ha MOCTYIJICHHE B MH()OPMALMOHHYIO
CHCTEMY  He3alpalluBaeMblX  OJIEKTPOHHBIX  COOOIIEHWH  (THceM,
JOKYMEHTOB) M  WHOW  MHQpOpPMAluM, HE  OTHOCSIIMXCA K




(YHKIMOHMPOBAHUIO HH(POPMAIIIOHHOW CUCTEMBI (3alUTa OT criama)

OLJL5

Kontpomns CoiepKaHus UHpOpMAIIHY, nepenaBacMon u3
WH(POPMAIIMOHHON CcHUCTEMBl (KOHTEHHEPHBIH, OCHOBAaHHBIA Ha CBOWCTBax
o0BeKTa AOCTyMa, U KOHTEHTHBIN, OCHOBAaHHBII Ha MOKMCKE 3alpeIeHHOH K
nepenadye MHQOpMANMK C MCIOIb30BAaHHMEM CHTHATYP, MAacOK U HHBIX
METOJIOB), M HCKIIOUYEHHE HElPaBOMEPHOH Tepeaayn HHPOPMAIUH W3
HH(POPMAIIIOHHOH CUCTEMBI

OLUL6

OrpannyeHue TmpaB TMojib3oBaTelned MO BBOAYy HHGOpPMaUH B
HH(POPMAIIOHHYIO CUCTEMY

OLUL7

KoHTponb TOYHOCTH, MOTHOTH M MPAaBHJIBHOCTH JAHHBIX, BBOAUMBIX B
HH(POPMAIOHHYIO CUCTEMY

OLUL8

KoHTponb ommbouHBIX JIeHCTBUI MoNb3oBaTeNneld Mo BBOAY ¥ (WIIN)
nepeaaye nHMGOpMAIUK U IPEAYIPEKICHHUE ITOJIb30BaTeIel 00 OMHMO0YHBIX
JENCTBUAX

X. O6ecrieuenne nocrymaoctu naGopmanuu (OAT)

ONT.1

Hcrnonp30Banue 0TKa30yCTONUMBBIX TEXHUYECKUX CPEACTB

OJNIT.2

PesepBupoBanne TEXHUYECKUX CPEACTB, MPOrPAMMHOIO OOecreyeHus,
KaHaJIOB repena4yu UHpOpMAIIHH, CPEICTB o0ecriedeHns
(YHKIIMOHMPOBaHUS HH()OPMAITHOHHOH CHCTEMBI

OJT.3

KonTpons 6e30Tka3zHOro (yHKIIMOHUPOBAHUS TEXHUYECKHX CPENCTB,
OOHapy)XEHHE U JIOKAITU3aIUs OTKa30B (YHKIIHOHHPOBAHIS, TPHHSATHE MEp
10 BOCCTAHOBJICHUIO OTKA3aBIIKX CPEACTB U UX TECTUPOBAHHE

ONIT.4

[Nepuoanyeckoe pe3epBHOE KOMUPOBaHWE MH(MOpPMAIUKM Ha pe3epBHBIC
MAaIIMHHbIE HOCUTEIH WH(OPMAITIH

ONT.5

ObecrnicueHe  BO3MOXKHOCTH ~ BOCCTAaHOBJICHHSI  HHGOpMAIliu ¢
PE3CpPBHBIX MAIMHHBIX HOCHTENeH HWHopMaruu (pe3epBHBIX KOIMI) B
TEUEHUE YCTAHOBICHHOTO BPEMEHHOT'O HHTEpBAIIA

OJIT.6

Kiacrepuzanus nHGOpPMAITMOHHON CUCTEMBI U (HJIH) €€ CETMEHTOB

ONT.7

KoHTpons cOCTOSHHS M KadecTBa MPEIOCTaBICHUS YIOTHOMOYECHHBIM
JIMIIOM BEIYHCIUTEIBHBIX PECYPCOB (MOIIHOCTEH), B TOM YHCJIE IO IIepeade
rHpopMaIn

XI. 3ammra cpenst Buptyanmzanun (3CB)

3CB.1

Unentnduxanus u ayreHTHUKAINSA CYOBEKTOB MOCTyHa W OOBEKTOB
JOCTyIIa B BUPTYaJIbHOW HHPPACTPYKTYpE, B TOM YHCIIE aIMHHUCTPATOPOB
YIIpaBJIEHHS CPEICTBAMU BHUPTYyaIU3alnN

3CB.2

VYopaBieHue I0CTYIIOM CyObEKTOB JOCTyla K OOBEKTaM JOCTyNa B
BUPTYaJIbHON MH(PACTPYKTYpE, B TOM YHUCJIE BHYTPH BUPTYAIbHBIX MallMH

3CB.3

Peructpanus coObITuii 6€30MacHOCTH B BUPTYaJIbHOM HH(PACTPyKType

3CB.4

VYopasnenue (punsrpanus, MappyTH3auus, KOHTPOJIb COCOUHEHUS,
OJHOHANpaBJeHHas  Ieperaya) MOTOKAMH  HMHGOpPMALMH  MEXIY
KOMIIOHEHTaMH BUPTYaJlbHOH HMHQPACTPYKTYphI, a TaKXkKe M0 IEepUMETPY
BHUPTYaJIbHOH MH(PPACTPYKTYpHI

3CB.5

JloBepeHHas 3arpys3ka cepBepOB BUPTYaIN3alMH, BUPTYalbHON MalIMHbBI
(KoHTelHEepa), cepBEPOB YIPABICHUS BUPTyaIn3aluei




3CB.6

VYrpaBieHue MepeMenieHneM BHUPTYaIbHBIX MAalidH (KOHTEHHEPOB) H
00pabaThIBaEMbIX Ha HUX JaHHBIX

3CB.7

KoHTpons 1enmocTHOCTH  BHUPTyanbHOW HMH(PACTPyKTypel H  ee
KOH(UTypanuii

3CB.8

Pe3epBHOE KOMMpOBaHWE [aHHBIX, PE3EPBHUPOBAHUE TEXHUYECKUX
CpEICTB, MPOrPaMMHOTO OOECIEUeHUs BUPTYaIbHOH WHQPACTPYKTYpHI, a
TaKKe KaHaJIOB CBSI3U BHYTPHU BUPTYaJIbHONH MHPPACTPYKTYPHI

3CB.9

Peanusanus u ynpaBieHHE aHTHUBUPYCHOM 3alUTON B BHPTyaJbHOMN
HHPACTPYKType

3CB.10

Pa3Ouenne  BUpTyasbHOH UHPPACTPYKTYPHI Ha CErMEHTHI
(cerMeHTHpOBaHHE BUPTYaJIILHOH WHQPACTPYKTYphl) Uit 00pabOTKU
nH}OpMaIK OTACILHBIM MOJIH30BaTENIEM U (WUJIH) TPYIIION MOJIb30BaTeIekH

XI1I. 3amura Texaudeckux cpeacts (3TC)

3TC.1

3amuTa uadOpMaIyu, 00padaThIBaeMON TEXHHUECKUMU CPEIACTBAMU, OT
€¢ YTeUKHU 0 TEXHUYECKUM KaHajiaM

3TC.2

Opraamu3anus KOHTPOITUPYEMOU 30HBI, B TIpeeiiax KOTOPOH IMTOCTOSTHHO
pa3MeIIaoTcsl CTAllMOHAPHBIE TEXHUYECKHE CPEACTBa, 0OpadaThIBaroIINe
nHGOPMAIIMIO, M CPENCTBa 3aIlUThl WHPOpMAIMU, a TaKkKe CpencTBa
obecriedeHnst (PyHKITMOHUPOBAHUS

3TC.3

KonTpons u ympaBieHHe (GU3UYECKHUM JIOCTYIIOM K TEXHHUYECKHM
CpEICTBaM, CpEICTBAM 3allUThl WH(OpPMAIIUU, CPENCTBAM OOCCIeUeHUs
(YHKIIMOHMPOBAHUS, a TAKXKE B TIOMEIICHHS U COOPYKEHHUSI, B KOTOPBIX OHU
YCTAHOBJICHBI, HCKJIIOYAIONINE HECAHKIMOHHUPOBAHHBIN  (pU3MUCCKHHA
JIOCTYIl K CcpeacTBaM 00paboTKM HMH(OPMALMH, CPEICTBAM 3allUThI
nHGOpMAIMKT W CpEACTBaAM  obOecrieueHUsS  (YHKITMOHHPOBAHUS
WH(POPMAITOHHON CHCTEMBI U MOMEIIEHUS ¥ COOPYKEHHUS, B KOTOPHIX OHU
YCTaHOBJICHBI

3TC.4

Pasmemenne ycrpoiictB  BhIBoma  (0oTOOpaxkeHHs) WHGOPMAIIHH,
HCKITFOYAloIIee ¢ HECAaHKIIMOHUPOBAHHBINA TIPOCMOTP

3TC.5

3amuTa OT BHENIHUX BO3JEHCTBHIA (BO3ACHCTBHIA OKpY’KAIOMIEH CPempl,
HECTaOMIIFHOCTH  DJIEKTPOCHAOKEHMS, KOHAWIIMOHHUPOBAHUS ¥  HMHBIX
BHEIIHHUX (haKTOPOB)

XIII. 3anmta nHOPMAIIMOHHON CHCTEMBI, €€ CPEICTB, CUCTEM CBS3H H MEpeIadH

AHHBIX

(3UC

3UC.1

Paznenenne B mH(boOpMannoHHON crucTteMe (DYHKIMI O yIIPaBICHUIO
(amMuHUCTpUpPOBAHUIO) WH(GOPMAIIMOHHOH  CHCTEMOH,  YIIPaBJICHHUIO
(aIMUHUCTPUPOBAHUIO) CHCTEMOW 3aImuThl WHGbopMarmu, (GYyHKIHA 110
00paboTke HHPOPMAIIUK U UHBIX (GYHKIWNH HHPOPMAITMOHHONW CUCTEMBI

3UC.2

HpeI[OTBpaH_ICHI/Ie 3aACPIKKU WM NPEPbIBaHUS BBIIIOJIHCHUSA IMTPOLCCCOB
C BBICOKUM MPUOPUTETOM CO CTOPOHEI IMMPOUECCOB C HU3KUM IIPUOPUTETOM

3UC.3

ObGecrieuenue 3amuThl MHQOPMAIIMKA OT PACKPBITUS, MOAU(PUKAIUN U
HaBs3bIBaHUS (BBOJA JIOKHOM MH(OPMAIIUH) TIpU ee Tiepeaade (ITOAroToBKe
K Tepenade) MO KaHAJlaM CBs3M, HWMEIOIIMM BBIXOI 32 MPEAeIbl
KOHTPOJIMPYEMOU 30HBI, B TOM YHCIIe OECITPOBOHBIM KaHAIAM CBSI3U

3UC.4

OGecnieuenne JIOBEpEHHBIX KaHana, MapupyTa MEXKIY
aJMUHHCTPATOPOM, MONb30BATEIEM M CPEICTBAMHU 3aIlUTHl WH(OPMAIIH




(pyHKUMAMEU G6E30MACHOCTH CPENCTB 3AIUTH HH(OPMALIHH)

3UC.5

3anper HECAaHKIMOHUPOBAaHHOM YAAJEHHOM akKTHBAaIlMM BHECOKaMep,
MHUKPOOHOB W HHBIX Mepu(EepuiHBIX YCTPOMCTB, KOTOPHIE MOTYT
AKTHBHPOBATHCSl YAAJCHHO, U OMOBEIEHUE IMONb30BaTenell 00 akTHBALMH
TaKUX YCTPOICTB

3UC.6

ITepenaya ¥ KOHTPONb IEIOCTHOCTH aTpUOyTOB O€30IACHOCTH (METOK
0e30MacHOCTH), CBA3aHHBIX ¢ HH(opManuel, Tpu oOMeHe HHpopMaIuei ¢
HNHBIMH HHq)OpMaHHOHHI)IMI/I CUCTEMaMu

3UC.7

Kontpomns CaHKIIMOHUPOBAHHOIO u HCKIIIOYEHHUE
HECAaHKIIMOHUPOBAHHOTO HMCIIONB30BAHMS TEXHOJIOTHI MOOWIIBHOTO KOJia, B
TOM 4YHCJE pPETUCTpalls COOBITHH, CBSI3aHHBIX C HWCIONb30BaHUEM
TEXHOJIOTHI MOOWIIBHOTO KO/Ia, UX aHaJlM3 ¥ pearupoBaHue Ha HapyIICHUS,
CBSI3aHHBIE C MCIIOMB30BaHNEM TEXHOIOTHI MOOUIHLHOTO KoJa

3UC.8

Kontpomns CaHKIIMOHUPOBAHHOIO u HCKIIIOUEHHE
HECAHKIMOHUPOBAHHOI'O UCIIONb30BAHUS TEXHOIOIMH IIEPENAYU PEUH, B TOM
Yucyie perrucTpanusi COOBITHH, CBSI3aHHBIX C MCIIONB30BAHHEM TEXHONOIHH
Iepenayl pedu, UX aHAJIU3 M PearupoBaHUE HA HAPYLICHHUsI, CBSI3aHHBIE C
HCIIONIb30BAaHUEM TEXHOIOTUH IEepefadu peuu

3UC.9

KoHTponb CaHKIIMOHUPOBAHHOW M MCKJIIOUEHUE HECAHKIIMOHUPOBAHHOMN
nepeaayd BUACOMH(OpMAIMM, B TOM 4YHCIE PETUCTpalus COOBITHH,
CBSI3aHHBIX C Iepeaavel BUACOMH(POPMAIINY, UX aHAJIM3 U PearupoBaHUe Ha
HapyIIeHUs, CBI3aHHbBIC ¢ Nepeaadei BuaconHGopMaliu

3UC.10

[MonreepxaeHue MIPOUCXOXKTCHHS HMCTOYHMKA nH(OpMaIVH,
MoJy4yaeMoON B TPOILIECCE OMPEICICHUS CETEBBIX aJPEeCOB II0 CETEBBIM
MMEHaM WJIH OIPEICICHHS CETEBBIX MMEH I10 CETEBBIM aapecaM

3UC.11

ObecnicueHre  TOMIMHHOCTH  CETEBBIX  COCAWHCHHWM  (CEaHCOB
B3aMMOJEHCTBHS), B TOM YHCJIE I 3allUTHl OT TIOAMEHBI CETEBBIX
YCTPOWCTB U CEPBUCOB

31C.12

Hckmrouenne BO3MOXHOCTH OTPUIIAHUS TTOJIh30BaTeNeM (akTa OTIPABKU
rH(OpMAIH JPyroMy TOIH30BATEITO

3UC.13

HckmioueHne  BO3MOXKHOCTH — OTPHIIAHHWS — TOJB30BaTeneM  (akra
Toy4YeHsl HH(pOpMAIUH OT JPYToro MOIb30BaTeNs

3UC.14

Hcronb3oBanue yCTPOHCTB TEPMUHAIBHOTO JOCTYNA JIsi 00pabOTKH
nHopManu

3UC.15

3amuTa apXwBHBIX (DAaHIOB, TApaMeTPOB HACTPONKHU CPEICTB 3aIUTHI
uHbOpPMAlMM W NOPOrPaMMHOrO OOECIeYeHUs] M MHBIX JaHHBIX, HE
MTO[UTEXAIINX U3MEHEHHIO B Iporiecce 00padoTku nHMOpMaInu

3UC.16

BI)ISIBJ'IGHI/IC, aHaJIn3 H 6J'IOKI/IpOBaHI/IG B HH(l)OpMaLIPIOHHOfI CUCTEMEC
CKPBITBIX KaHaJIOB I€pcaavun I/IH(l)OpMa]_II/IPI B O6XO,I[ PpCaIM30BAHHBIX MCP
3alllUThI HH(i)OpMaI_II/II/I HJIM BHYTPH PA3PCHICHHBIX CETCBBIX ITPOTOKOJIOB

3UC.17

Pa30unenune nHpopMannOHHON CUCTEMBI HA CETMEHTHI (CErMEHTHPOBAaHHUE
WHOOPMALIMOHHOM CHUCTEMBI) M oOeclieueHHe 3aIluThl IEPUMETPOB
CErMEHTOB MH(POPMAIIMOHHONW CHCTEMBI

3UC.18

OOGecrieucHue 3arpy3kM M HCIIOJIHCHUS MPOrpaMMHOI0 o0ecreueHus ¢
MAaIIMHHBIX HOCHUTEJICH I/IH(I)OpMaI_[I/II/I, AOCTYIHBIX TOJIBKO JId YTCHUA, U
KOHTPOJIb HNEJIOCTHOCTHU JAHHOI'O IPOrpaMMHOI0 obecreueHuUs

3UC.19

I/I3OJ'I$IL[I/I$I mpoucccoB (BLIHOHHCHHC nporpaMM) B BBI)ICJ'ICHHOﬁ obnactu
naMsaTH




31C.20

3amuTa OecrIpoBOIHBIX COEIMHEHH, MPUMEHSIEMBIX B
nH(POPMAIOHHOH cucTeme

3UC.21

Uckmiouenne mocTyma moOnb30BaTeNsl K WHQOpMAlWM, BO3HUKIICH B
pe3ynbTaTe JEHCTBUI NpPEAbIAYIIEro IMOJIb30BATENsl 4YEpPe3 PEecTpHl,
OIlEpaTUBHYIO MaMsATh, BHEUIHME 3allOMHHAIOIIUE YCTPOMCTBA U HHBIC
o01mue 115 ToNb30BaTeNel pecypchl HHPOPMAIMOHHONW CHCTEMBI

3UC.22

3amuTta MHGOPMALMOHHOM CHCTEMBI OT Yrpo3 0Oe30MacHOCTH
nH(pOpMAIINH, HATIPaBJICHHBIX HA OTKa3 B 00CITY>KUBaHUU WH(OPMAIIOHHOM
CHCTEMBI

31C.23

3ammra mnepuMmerpa (pusnyeckux W (MIM) JIOTMYECKUX TPAHMIY)
WHPOPMAIIMOHHOM CHUCTEMBI TIPU €€ B3aUMOJCHCTBUM C HWHBIMH
WHPOPMAIIOHHBIMU CHUCTEMaMHU u WHPOPMAIMOHHO-
TENEKOMMYHHUKAITUOHHBIMU CETSIMHU

31C.24

IlpekpanieHne ceTeBbIX COENMHEHUM IO MX 3aBEPIIEHUH WM 1O
HWCTEYEHUHU 33JJaHHOT'O OIEPATOPOM BPEMEHHOIO MHTEpPBaJla HEAKTUBHOCTH
CETEBOr'0 COCTMHEHUS

3UC.25

Hcnonb3opanre B WHGOPMAIIMOHHONW CHUCTEME WM €€ CEerMEHTax
Pa3TUYHBIX THUIOB OOIIECHCTEMHOT0, TPHUKIAJHOTO U  CIEHUAIBHOIO
MPOrpaMMHOTo obecriedeHus (COo3JaHne reTepOreHHOM CpesIbl)

3UC.26

Hcnonp30oBanue NOPUKIAAHOIO W CIEHUAIBHOIO  IIPOrPAMMHOIO
o0ecrieueHrs, UMEIONIUX BO3MOXXHOCTh (YHKIIHOHHPOBaHHS B cCpernax
Pa3JIMUHBIX ONEPALMOHHBIX CUCTEM

3UC.27

Cozmanne (AMyNIAmus) JOKHBIX HHPOPMAIMOHHBIX CHCTEM IJIH HX
KOMIIOHEHTOB, TIpeIHA3HAYEHHBIX ISl OOHAPYKEHWsS, DPEruCTpaliu |
aHalyd3a JIEWCTBUM HapylIMTENeM B TMpOIECCe pealu3alud  Yrpos
Oe3ormacHoCcTH HH(pOpMATTHH

3UC.28

BocnpousBenenne JOKHBIX W (M) CKPBITHE WCTUHHBIX OTIEIBHBIX
WH()OPMAITMOHHBIX TEXHONOTHHA M (WIH) CTPYKTYPHO-(YHKIIMOHATHHBIX
XapaKTepUCTHK  WH(POPMAIIMOHHOW CHUCTEMBbl HJIH €€ CErMEHTOB,
obecrieunBarolee HaBsI3bIBAHUE HAPYIIUTEIIO JIOKHOTO TPECTABICHUS 00
WCTUHHBIX WH(MOPMAIMOHHBIX TEXHONOTHUSX ® (WJIH) CTPYKTYpPHO-
(YHKIIMOHATLHBIX XapaKTEPUCTHKAX WH(MOPMAITUMOHHOH CHCTEMBI

3UC.29

[lepeBon nH(OPMAITIOHHON CUCTEMBI HITH €€ YCTPOUCTB (KOMIIOHEHTOB)
B 3apaHee OIpeNeleHHYI0 KOH(HTyparuio, 00eCIedNBAIONIYI0 3allUuTy
rH(popMmaIyy, B Clrydae BOSHUKHOBEHNHU OTKa30B (COOEB) B CHCTEME 3aIUTHI
nHpopMary HHHOPMAITMOHHON CHCTEMBI

3UC.30

3ammTa MOOWIBHBIX TEXHHYECKHMX CPEACTB, NPUMEHIEMBIX B
rH(OpMAIOHHON CHUCTEME

"+"

- MCpa 3alUnThI PIH(i)OpMaI.IPIPI BKJIIOUCHA B 0a30BBIM Ha60p MCp Il COOTBETCTBYROIICIO KJIacCa

3allUIICHHOCTHU PIH(I)OpMaLIPIOHHOfI CUCTEMBI.

Meps! 3ammtsl HHpOpManny, He 0003HAYEHHBIE 3HAKOM "+, MPUMEHSIOTCS U ajanTanuyd 6a30BOro
Habopa Mep M YTOYHEHHHM aJanTHPOBAaHHOrO Oa30BOro Habopa Mep,
KOMIICHCHPYIOLIMX Mep 3aliuThl MH(GOpPMalu B HHPOPMALMOHHOH CHCTEME COOTBETCTBYIOIIEro Kiacca

3allUIICHHOCTH.

a TaKkKe NpH pa3paboTke
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